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A service mesh is a dedicated infrastructure layer that facilitates secure, re-
liable communication between services in a distributed system. HAFAS is
a distributed off-the-shelf timetable information system maintained by Ha-
con, a Siemens Mobility subsidiary. Introducing a service mesh to HAFAS
is a base scenario for a call of research to understand better the require-
ments and impacts of a service mesh on distributed systems. This thesis
examines introducing a service mesh to a distributed software system and
investigates the impact on the example of HAFAS. Scenarios for HAFAS
that profit from the features of a service mesh were identified and mapped
to functional requirements. The service mesh technological landscape was
investigated by defining additional non-functional requirements and identi-
fying a project satisfying the requirements. A subset of prioritized scenarios
emerged after investigating the previous scenarios more closely in the con-
text of the identified service mesh project. By introducing the identified
service mesh project and the scenario subset to a HAFAS environment as a
case study, valuable data on the feasibility of the operation has arisen. The
resulting data allowed the investigation of value added by the service mesh
and impacts on latency and resource consumption. Data analysis showed
that introducing a service mesh has an acceptable impact on latency, mem-
ory, and CPU resources. The benefits gained through mTLS encryption
improve the system’s overall security by introducing the security properties
of confidentiality, integrity, and authenticity to HAFAS’s data in transit.
The results of this thesis help organizations that plan on adopting a service

mesh to their technology stack.

Keywords: Service Mesh, Cloud-native Computing, Distributed Systems,
IT Security
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1 Introduction

The hosting world has significantly evolved over the last two decades[Kral8]. While
local data centers primarily operated in the past, a rethink of this approach and the
outsourcing of services to the cloud has occurred. Initially, this was mainly done with
the help of managed virtual machines such as Amazon EC2! and now increasingly
through containerization with the help of elastic platforms with open-source projects
such as Kubernetes®. As the complexity of distributed software architectures grows,
the need for fine-grained control over the internal communication of distributed sys-
tems arises. Service Mesh[LLG'19] technology is one approach to filling this gap. A
service mesh is a dedicated infrastructure layer that facilitates communication between
services in a distributed system and operates in Kubernetes clusters. The Hacon Inge-
nieurgesellschaft mbH?3, a transportation, traffic and logistic oriented software company
and member of Siemens Mobility® develops and distributes HAFAS[Wik|[Hace] (Ha-
Con Fahrplan-Auskunfts-System), a timetable information system with international
customers such as Deutsche Bahn®, Ziircher Verkehrsverbund®, Rejseplanen’ and Bay
Area Rapid Transport®. Hacon sells HAFAS to customers as an off-the-shelf distributed
software system following a modular design principle. Since HAFAS is a software sys-
tem that emerged over thirty years ago, with the first version released at the end of
the 1980s, a continuing modernization and migration process occurs at Hacon. An
increasing number of customers’ HAFAS systems are hosted in the cloud on virtual
machines, and a migration towards Kubernetes is already taking place. Since service
mesh projects operate with Kubernetes clusters, this migration step paves the way for
introducing service mesh technology to HAFAS environments. The motivation of this
thesis is thus to use this practical scenario as a call to research the requirements of a ser-
vice mesh and the impact of introducing it to an already existing distributed software
system in a real-world scenario. Part of this thesis involves conducting a practical case
study demonstrating that introducing a service mesh to HAFAS environments is pos-
sible. With promising results, adding service mesh technology to Hacon’s technology
stack is a possible outcome for the future.

Motivation

As service mesh technology has been mainly industry-driven, scientific discourse is
arriving. The paper Service Mesh: Challenges, State of the Art, and Future Research
Opportunities[LLGT19, p. 1-2] from 2019 provides an initial scientific entry point to
the topic and states:

“To the best of our knowledge, this is the first paper to systematically review
the literature of service mesh and the key technologies behind the theme.
Given the current state of the research on service mesh and the cloud-native
evolution, we believe our effort is just-in-time. We expect that it can attract

lhttps://aws.amazon.com/ec2/
’https://kubernetes.io/

3https://www.hacon.de/
‘https://www.mobility.siemens.com/global/de.html
Shttps://www.bahn.de/service/mobile/db-navigator/
Shttps://www.zvv.ch/zvv/de/home.html
"https://rejseplanen.dk/webapp/
8https://www.bart.gov/planner
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valuable research interest and inspire more practical research work in this
exploited area.”

As practical research is deemed to be sparse, this thesis connects to the paper men-
tioned above. For this purpose, various existing service mesh projects are compared
and evaluated according to their intended use cases and capabilities. It will then be
outlined which opportunities and risks exist for an organization such as Hacon when
adapting a service mesh and how it can be introduced to an already existing distributed
system most sensibly. In order to study this in a practical scenario, the applicability
of a service mesh to HAFAS will be examined and conducted as a case study. The
knowledge and experience gained from this case study will then help evaluate aspects
of introducing a service mesh to an already existing distributed system in practice.
The findings uncovered while conducting this case study might partly be transferred to
other distributed systems with comparable complexity and architecture. Additionally,
an attempt is made to determine whether a service mesh’s benefits outweigh the over-
head. The results of this thesis aid in better understanding what applying a service
mesh to an already existing distributed system entails and how a proof of concept can
be realized and verified.

Structure

Chapter 2 presents the necessary concepts concerning cloud computing models and con-
tainer orchestration through Kubernetes. Additionally, on service meshes, the reader
is introduced to service mesh technology, its key concepts, features, challenges, and the
current technological landscape. Afterward, more details on HAFAS are supplied be-
fore moving on to Chapter 3, which introduces the methodology applied in this thesis.
In-depth information concerning the current state of HAFAS is provided to the reader,
and a desired state involving service mesh technology is defined. Lastly, a research
assignment is defined based on the desired state, research questions, and non-goals.
With Chapter 4, the requirements for service mesh projects are defined, resulting in
a selection process to find a service mesh suitable for the practical case study of this
thesis that satisfies the previously defined requirements sufficiently. Once completed,
a variety of scenarios based on practical features provided by the selected service mesh
project are investigated before defining the foundation of the case study. Subsequently,
a subset of scenarios investigated in the case study context is chosen. With Chapter 5,
the HAFAS environment for the case study is configured in a Kubernetes cluster, the
selected service mesh project, Linkerd, is then introduced to HAFAS, and the selected
subset of scenarios is validated. Lastly, load tests targeting the possible latency and re-
source overhead introduced by the service mesh of the case study are conducted, which
will be analyzed in Chapter 6. Finally, this work’s research assignment and findings
are reviewed before heading to the outlook in Chapter 7.

Typographic Conventions

Abbreviations are defined at the first occurrence in the format of Long Abbreviation
(LA). In the following text, only the abbreviation is used. All abbreviations used
in this thesis can also be found in the list of abbreviations at the beginning of the
thesis. Emphasis on, e.g., technical terms, questions, or foreign language words is
highlighted using this idtalic font. This True Type font is used for highlighting file
paths, IP addresses, CRDs, and shell commands. Referencing all instances of defined
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identifiers throughout the document, such as for example, questions in the format Q1:
abe, Q2: abc, Q3: abe, Q4: abe is shortened by using the notion of Q1..Q4.

Appendix

Since this work deals with computer science, and thus digital artifacts exist, there is
a physical and an FElectronic Appendiz. The physical Appendix represents the final
section of this thesis and contains further information about the Electronic Appendiz,
which is included in this thesis as a DVD copy.
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2 Fundamentals

This section will deal with the fundamental knowledge required for the following Chap-
ters. Some context for the current cloud computing landscape development is given to
understand better the ongoing migration towards Kubernetes at Hacon and the motiva-
tion for service mesh technology, which is elaborated further on in Chapter 3.2. Some
basics of Kubernetes and an overview of service mesh terminology and features are
provided. Finally, an introduction to the capabilities of HAFAS is given to understand
the domain the software system aims to serve.

2.1 Paradigm Shift in Cloud Computing

The constant evolution of technology can be observed in all aspects of computing. As
cloud computing is changing and has evolved from a past where companies hosted
their infrastructure on-premise, managing all their local hardware and operations by
themselves, this approach is getting more and more unusual as new cloud computing
models emerge. Figure 1 depicts an overview of different cloud computing models.
Cloud computing models such as Infrastructure as a Service (laaS), Platform as a
Service (PaaS), and Software as a Service (SaaS) exist next to on-premise which offer
less organizational overhead due to external providers managing the colored parts in
Figure 1.

On-Premises laaS PaaS
nfrastructure as a Service Platform as a Service
|
Applications Applications 85 Applications
K
3z
Data Data = Data
8> !
(L=}
Runtime = Runtime m
<m
=
Middleware Middleware Middleware
8-
(LN =]
£ 0/s o/s 0/s
; @

[-4
25
hS
Virtualization Virtualization g > Virtualization
e
- m
22

Figure 1: Overview of cloud computing models and their level of autonomy*

The difference between laaS, PaaS, and SaaS lies in their level of autonomy and oper-
ational overhead outsourced to an external company. IaaS? provides a virtualization
platform; the user still has to set up an operating system, a runtime environment,

EIb21]
2Examples for TaaS: AWS, Microsoft Azure, Digital Ocean, and Google Compute Engine
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and the application they want to host themselves. PaaS?® outsources the runtime en-
vironment and operating system to an external provider. Users must bundle up their
software for deployment and handle their data themselves. SaaS* provides no auton-
omy anymore and delivers software over the internet; an external provider manages the
software and all operational aspects of it. In this case, the user becomes an end user
who uses a product managed for them. Operational overhead minimizes to near zero.
A suitable cloud computing model can be chosen depending on the requirements and
complexity of a distributed system.

2.2 Containers and Orchestration

Containers are lightweight, portable, and isolated units of software that package appli-
cations and their dependencies, allowing them to run consistently across various com-
puting environments. Containers encapsulate an application’s code, runtime, libraries,
and configuration, ensuring that operation, regardless of the underlying infrastruc-
ture, is guaranteed. They enable rapid deployment, scalability, and efficient resource
utilization, making them a popular solution for building, shipping, and running ap-
plications in the cloud. Docker® is a widely used containerization platform that has
significantly popularized the use of containers in cloud computing. The Kubernetes
documentation[Kubj|] mentions three deployment eras as seen in Figure 2.

App App App App
App App App

Virtual Machine Virtual Machine Container Container Container

App  App  App

Traditional Deployment Virtualized Deployment Container Deployment

Figure 2: Evolution of software deployment eras®

Traditional deployment involves deploying applications on physical servers. This
can cause performance issues in defining efficient resource allocation boundaries as
multiple applications on one machine compete next to each other for resources. This
approach makes efficient scaling and resource management difficult and expensive for
organizations. Introducing Virtualization allows the definition of multiple virtual
machines on a single host. Virtualization improves isolation between applications and
simplifies resource management and utilization. Because each virtual machine is an
independent instance running its operating system, a resource overhead exists with
this approach. Containers are similar to virtual machines, but their isolation prop-
erties are not as sharply defined. They share parts of the underlying operating system
and utilize the concepts of cgroups, namespaces and unison file systems[BW18, p. 37

3Examples for PaaS: Google App Engine, OpenShift, and Heroku
4Examples for SaaS: Dropbox, Google Drive, and HAFAS
Shttps://www.docker.com/

*[Kubjj]
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- 42]. Containers have their isolated file system and share of CPU and memory. De-
coupling from the underlying execution platform improves portability across various
cloud vendors and operating systems. A container image bundles an application and
its required execution environment, while a container is defined as the running instance
of an image. Container image creation, versioning, deployment, and rollback simplify
administrative efforts compared to handling virtual machines. Containers also ad-
here better to Continuous Integration/Continuous Delivery (CI/CD)[DMGOT7][HF10]
and separate the concerns of image creation and image deployment cleanly. Loose
coupling of applications via containers, environmental consistency, and observability
count as the gained benefits. Container orchestration[Red22] describes the automation
of deployment, management, scaling, and networking configuration of containers. Con-
tainer orchestration also allows deploying the same application across different staging
environments without any redesign to the application required. Open-source elastic
platforms such as Kubernetes manage the orchestration of containers and allow the
deployment of distributed applications that span multiple containers while automating
their scheduling, scaling, routing, and monitoring aspects.

2.3 Kubernetes: Automating Container Orchestration

Kubernetes[Kubj| is a portable, open-source platform for automating, managing, and
orchestrating containers. Before taking a closer look at service meshes in Chapter 2.4, a
brief knowledge of fundamental Kubernetes key concepts is required since most service
meshes work in symbiosis with Kubernetes.

2.3.1 What is Kubernetes?

Chapter 2.2 mentions the advantages of containers and that container orchestration
helps automate the process of handling and monitoring containers. Instead of having
humans on standby in case a container shuts down, Kubernetes can automate the
initialization of new containers.

In the Kubernetes documentation[Kubq] the following core features are listed:

o Kubernetes can load balance traffic between service instances so the deployed
application keeps running stable in high load situations.

e Service discovery exposes the containers behind a service via a DNS name,
avoiding the need for hard-wiring container’s IP addresses.

« Rollouts and rollbacks can be utilized to manage the version of deployed con-
tainers in a controlled manner. Deploying a new service release is as easy as
creating a new container image with that version and replacing the currently
deployed containers with new containers from that image.

* Resource management is implemented by assigning resource quotas to con-
tainers. Kubernetes then fits container instances according to those quotas into
a node so that optimal resource utilization is archived.

o Kubernetes is self-healing by performing user-defined health checks on contain-
ers and restarting or replacing them as necessary.
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e Secret and configuration management allows handling sensitive information
such as auth tokens, passwords, or secret keys. Carrying out changes to config-
uration and secrets works without needing to rebuild the underlying container
images each time.

Kubernetes does not see itself as a traditional PaaS platform[Kubp]. It is a container
orchestration engine that can be described more fittingly as Container as a Service
(CaaS). An IaaS layer below is required to provide the virtual machines that Kuber-
netes manages. Users are free to integrate their own logging, monitoring, and alerting
solutions as they are designed to be optional and pluggable. Kubernetes provides the
majority of the simplicity of PaaS with the flexibility of laaS, thus enabling portability
between infrastructure providers.

2.3.2 Core Components

G h

R Cloud Provider AP
Cloud Controller
Manager

=

Worker Node \ / Worker Node \
Controller

Manager

Pod Pod Pod

Container Container
Container Container
Container Container

Docker Docker

Scheduler

’
’
4
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
\ | kublet ||kube-proxy| | kublet ||kube-proxy|
\ k
\\\ A \

Figure 3: The architecture of a Kubernetes cluster”
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In Figure 3, the components of Kubernetes are illustrated in detail: the key compo-
nents are Cluster, Node and Pod[Kubf]. Once successfully initiated, a cluster consists
of worker machines called nodes that run the containers in a pod. Worker nodes host
pods[Kubk], which represent the smallest deployable unit of computation that Kuber-
netes manages. The resulting hierarchy is Node C Cluster and Pod C Node. A pod
is a group of one or more containers sharing storage and networking resources. A pod
can contain one or more containers representing the service running on the pod. Pods
can run single or multiple containers grouped and encapsulate a service composed of
multiple applications. An additional relevant component is the control plane, which is
used to configure and manage the cluster. An API server exposes the Kubernetes API
to other machines for remote control plane access. A kublet represents an agent that
runs on each node and ensures that the containers in a pod are healthy and running.

TOwn illustration, based on [Kubf]
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A kube-proxy on each node handles network traffic and configuration of network rules
to ensure network connectivity.

2.3.3 Workloads, Services and Custom Resource Definitions

The API of Kubernetes is extensible over Custom Resource Definitions (CRDs)[Kubc]

and already contains a sizeable list of default building blocks. Additionally, workloads[Kubd]
provide declarative management of how Kubernetes should run a defined resource on

a pod. The most important types of Kubernetes concepts for this work include, but

are not limited to:

« Namespaces[Kubh]| aid in organizing and bundling resources in the cluster. A
namespace serves as a global configuration endpoint for all its contained resources.

« Labels[Kubg] in Kubernetes is metadata in the format of key-value pairs at-
tached to resources such as pods that are used in dynamic configuration scenar-
108.

» Services|Kubm] abstract the access to pods. As pods are dynamically sched-
uled to Nodes, their [P addresses are not permanent and are an ever-changing
landscape. Services define domain identifiers that route traffic permanently to
the attached pods.

« Deployments[Kube] is a declarative way to manage and maintain sets of iden-
tical pods, ensuring application scalability, self-healing, and ease of updates.

« StatefulSets[Kubn] are a resource type used to manage stateful applications
by providing stable network identities and ordered deployment, ensuring pods
maintain their unique identities and storage.

2.3.4 Advantages and Disadvantages

The advantages of Kubernetes lie in its scalability, portability, and high availability.
Kubernetes allows scaling applications based on demand, and clusters can be hosted on-
premise or managed by an external vendor. As a standardized container orchestration
platform, Kubernetes helps to avoid vendor lock-in due to the platform’s portability.
Health checks and failover features improve resiliency, which helps recover services in
case of node or pod failures. Disadvantageous is the added complexity of Kubernetes
and the resource overhead its internal components introduce. In practice, the benefits
outweigh the disadvantages for organizations, which makes Kubernetes, according to
the 2021 CNCF report, a widely[Mei22] adopted choice of technology in the cloud
native space.

2.4 Service Mesh: A Dedicated Infrastructure Layer

After briefly mentioning the term service mesh in Chapter 1, it is time to define the
concepts applied to a service mesh. What features it offers, how it operates, and
overlooking the current technological landscape of service mesh projects.
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2.4.1 What is a Service Mesh?

A service mesh[KBB*21] is a dedicated infrastructure layer for handling and control-
ling service-to-service communication|LLG"19] in a distributed system. It creates an
independent and standardized way of measuring and controlling traffic[ DMFC23]. Fea-
tures offered by a service mesh enhance the capabilities of a distributed system so that
no additions to the codebase of the services are required. This approach cleanly sep-
arates the business logic in services from the network logic used for service-to-service
communication by outsourcing networking responsibilities to the service mesh. When
applied correctly, this separation of concerns[Mit90][p. 5] allows stakeholders to have
more precise control over the distributed system, improving reliability, security, and
observability in the process. A service mesh thus standardizes and abstracts the config-
uration and handling of service-to-service communication in a distributed system to an
additional infrastructure layer. Features offered by a service mesh include but are not
limited to service discovery, load balancing, fault tolerance, traffic monitoring, circuit
breaking, authentication, and access control. A service mesh consists of a data plane
and a control plane. A set of proxies, which are called sidecar proxies|Tiw17], make up
the data plane. Their naming is based on them applying the sidecar pattern. Those
sidecar proxies handle and control all the network traffic between services within the
service mesh. Figure 4 illustrates the sidecar pattern applied to a service mesh. Ser-
vices within the mesh combine the service instance and a sidecar proxy. The network
traffic of an instance is handled over the sidecar proxy, and the service instances do
not directly communicate with each other. The book Microservices for the Enterprise
supplies the following definition[IS18][p. 266] for the sidecar pattern:

“A sidecar is a software component that is co-located with the primary ap-
plication but runs on its own process or container, providing a network
interface to connect to it, which makes it language-agnostic. All the core
application functionalities are implemented as part of the main application
logic, while other commodity crosscutting features, which are not related to
the business logic, are facilitated from the sidecar. Usually all the inbound
and outbound communication of the application take place via the sidecar
proxy.”

———————————————————————————————————————————————————————————————
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Figure 4: The sidecar pattern as a building block for service meshes®

8[Tiw17]
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The control plane can be seen as the central unit of the service mesh, as it controls the
sidecar proxies of the data plane. Figure 5[SG18| provides a graphical illustration of
the divide into the data plane and control plane and serves as a high-level architectural
overview of the design of service meshes. The following two bullet points give a detailed
description of the two distinct planes:

Control

Plane Service Mesh Control Plane I I I
1] I |

Data Plane ...................................................... Observe

East-West Traffic

Figure 5: Overview of the two distinct planes in a service mesh?

o The data plane[IS18][p. 272] is composed of a set of sidecar proxies that route
and control network traffic between the different services. Features such as health
checking, circuit breaking, authentication, and authorization may also be pro-
vided by the data plane[CB20b][p. 7] to the distributed system. Service in-
stances communicate with each other through the attached sidecar proxy. Each
sidecar proxy can be configured individually depending on the required features
and preferred policies. Service instances themselves do not count as part of the
service mesh; besides noting their presence, the service mesh is unaware of them.
Instead, the sidecar proxies attached to the service instance and report to the
control plane make up the service endpoints within the mesh. A service instance
itself is thus unaware of the service mesh and its configuration; the only change
affecting a service instance when meshing it is the attached sidecar proxy. A ser-
vice in a service mesh is thus always seen as a sidecar proxy and service instance
combination.

o The control plane[IS18][p. 269] is a centralized component that handles the
orchestration of the sidecar proxies in the data plane as it injects the sidecar
proxies into the service instances marked for injection. Configuration changes are
sent to the control plane and are distributed to the individual sidecar proxies. In
order to change configurations externaly[SG18], the control plane is accessible via
an API or command-line interface (CLI). Most service mesh projects also offer a
graphical user interface (GUI) that connects to that API to visualize the state of
the service mesh and its involved services. The control plane of a service mesh

9[SG18]
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is also, to some extent, integrated[CB20b|[p. 7] in the underlying orchestration
platform (i.e., Kubernetes). Access to critical data such as the service registry
and the deployed service’s metadata is required, as sidecar proxies are injected
into service instances based on the orchestration platform’s service configuration.
In Kubernetes, service instances are mostly marked for injection via the Labels
from Chapter 2.3.3.

Since a service mesh also offers features of observability and tracing, the sidecar
proxies also plug into those respective interfaces and collect metrics from the ongoing
network traffic. The next chapter gives a more in-depth view of a service mesh’s tracing
and observability properties.

2.4.2 Fundamental Features

The main advantage of a service mesh is that it separates the business logic of a single
service from the security, communication, and monitoring aspects. Introducing a ser-
vice mesh to a distributed system allows the teams behind maintaining each service to
focus solely on business logic decisions. In contrast, the operative team configures the
service mesh to their requirements. A service mesh can be applied to any distributed
system with service instances that allow attaching sidecar proxies to them; in prac-
tice, however, a service mesh is mainly applied to microservice[JPM™ 18] architectures.
Fundamental features of a service mesh fall into the broad categories of traffic man-
agement, resiliency, security and observability[Pra23][Cha23]. In detail, the core
features of a service mesh can be enumerated as[LLG'19][p. 123-124]:

o Service discovery allows each service to add itself and its current resource
locator to an for all other services accessible service registry. The registry keeps
track of active and inactive services in the service mesh. In most cases, distributed
systems are not statically limited to the number of services. The location of a
service may change over time as dynamic scaling adds or shuts down services
depending on the experienced system-wide load.

o Load balancing provides means for controlling traffic flow between services.
Various parameters such as health status, load factor, and customizable per-
service definable weights allow complex routing scenarios. Canary deployments
or blue-green rollouts can, in such a way, be implemented through a service
mesh|Tig].

o Fault tolerance is improved by providing fault injection capabilities for re-
siliency testing purposes|Tig]. Retry logic encapsulates retrying requests to a
service n-times in case the previous 1..n-1 requests have failed. An error is only
reported to the caller once the threshold of n nonsuccessive request attempts is
reached.

o Circuit breaking prevents endpoints deemed overloaded or otherwise unhealthy
from being accessed. When the instance is considered unhealthy, requests will
not be routed to that instance until it is deemed healthy again[CB20a][Ch. 4].

o Monitoring capabilities are enhanced by collecting metrics on the internal traf-
fic flow between services through the attached sidecar proxies and reporting on
request volume, success rates, and latency. Features such as distributed tracing
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can also help visualize how a request flows through the whole distributed system
and showcase which services are involved in its fullfilment|[Tig|, which improves
debugging capabilities.

o Authentication and access control offer a security instrument that maps
access policies onto a service mesh to define which services are allowed to be
accessed by whom and how.

o Encryption for data in transit ensures that the internal data flow of a dis-
tributed system is protected from eavesdropping and interception if operational
security is breached by hostiles taking control over a service instance. This is im-
plemented by mutual Transport Layer Security (mTLS) traffic encryption[CB20b]
and certificate management. Certificates are distributed automatically to the
sidecar proxies, and the service mesh also handles the renewal of certificates.

2.4.3 Challenges and Opportunities

The main challenges of a service mesh[LLG"19][p. 124-125] can be summarized as
being related to:

« High performance: Since the sidecar proxies are attached to the service in-
stances and all of their passing traffic is intercepted and mediated, a lightweight
and performant solution is crucial not to impede the overall performance of the
distributed system. Components in the control plane that offer monitoring fea-
tures and are required to aggregate large amounts of data must also adhere to
specific performance standards to be considered beneficial. Another point is the
overhead introduced by a service mesh that has to stay within certain boundaries,
so its additional consumption of resources is not considered uneconomical, as, for
every service instance, there is now also a sidecar proxy required.

o High availability: High availability is vital since a service mesh is deeply in-
grained in a distributed system. Frequent outages of the sidecar proxies cause
services within the service mesh to be unreachable and should be minimized so
as not to impede operation. Outages in the control plane can cause issues with
the authentication and authorization features, which can lead to an inconsistent
application state and security risks, as requests not allowed to be accepted by a
service could now potentially be accepted and processed.

o Adaptability: A service mesh must offer certain levels of configurability, exten-
sibility, and pluggability. Supporting a wide range of cloud-native orchestration
platforms in order to avoid vendor lock-in is a desirable property.

Additionally, a service mesh introduces complexity and increases configuration over-
head. Service meshes are also relatively new, and their applied maturity in practice has
not yet been proven by the test of time[Tig]. Service meshes have not entered main-
stream use yet but are on the way, and any organization wishing to adapt a service mesh
could be required to train or hire specialized staff. Integrating a service mesh into an
existing infrastructure or supporting legacy applications may prove problematic. Op-
portunities lie in the added security benefits, such as data in transit encryption via
mTLS and automated certificate management. By outsourcing operational concerns
such as traffic management and resiliency away from the business logic and onto the



2 Fundamentals 13

service mesh, the efficiency of development cycles could be improved|Tig]. The overall
complexity of the service’s codebase could also decrease, and operational features could
be standardized between services by defining them in the service mesh configuration.
DevOps concepts such as Infrastructure as Code (IaC) could be strengthened by this
approach. Resiliency testing and debugging could improve for the involved teams due
to features such as fault injection and distributed tracing. Managing configurations
and policies for large-scale distributed systems could be simplified as a service mesh
provides a unified and consistent way of doing so. Since service mesh projects aim to
be platform-agnostic, the adverse effects of vendor lock-in for organizations could also
be weakened.

2.4.4 Technological Landscape

Service mesh adoption in CNCF surveys has increased from 27% in 2020 to 47% in
2022[SF23]. The CNCF Cloud Native Interactive Landscape]CNCc| lists twenty-one
service mesh projects as of October 2023. Two projects: Linkerd'® and Istio'! have been
classified as CNCF Graduated Projects, meaning they are from a technical standpoint
guaranteed to be stable and ready for productive use. Of those twenty-one projects,
four count as CNCF Sandbox Projects, meaning they are in an early stage, and two
have ended up in the archive, meaning they no longer receive support from the CNCF.
The other thirteen projects count as CNCF member and non-member projects and
have received no comments on their maturity level from the CNCF. There are also
likely more than twenty-one service mesh projects as of right now, as projects such
as the NGINX Service Mesh[Doc] are not cataloged by the CNCF. The exact number
of service mesh projects cannot be defined, but given the CNCF numbers, one could
estimate that between twenty and thirty serious service mesh projects exist at the
moment. The Technological landscape of service meshes is seen as diverse and free of
monopolies, as two mature projects exist with Istio and Linkerd. Not all these projects
are open-source; some have licenses with varying restrictions. The vast technological
landscape does match the adoption numbers of the CNCF survey. As more projects
reach production-grade maturity levels, the landscape will likely be saturated with
ongoing time. There appears to be no data regarding service mesh adoption outside
CNCF surveys targeting companies and technical stakeholders with no solid exposure
to cloud technology. This can indicate that service mesh technology is still in the
adoption phase and not widely spread yet.

2.5 The HAFAS Timetable Information System

Now that an introduction to the key concepts and features of service meshes and
an overview of their technological landscape have been given, it is time to take a
closer look at HAFAS. As illustrated in Figure 6, Hacon'? which belongs to Siemens
Mobility!'® envisions and distributes components of a large-scale Mobility as a Service
(MaaS) platform to customers that integrates various means of public transportation.
Providing travelers with a comfortable and simple solution that only requires a mobile
app on the end user’s behalf to partake in public transportation|[Hacc] is the idea behind
the MaaS platform. Various mobility service providers using different data exchange

Ohttps://linkerd.io/

Unttps://istio.io/

2https://www.hacon.de/
Bhttps://www.mobility.siemens.com/de/de.html
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formats will be integrated into this platform to deliver a seamless end user experience.
A pamphlet about the MaaS platform[Hacc| describes the vision as following:

Travelers wish to get from door to door as quickly and conveniently as pos-
sible. Out of a customer-centric view, MaaS solutions combine all modes

of transport in just one app. This way passengers can plan, book and ride
with one account.

-
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Figure 6: Overview of the Maa$S ecosystem and involved partners't

Trip planning plays a vital role in implementing a MaaS platform. The HAFAS
timetable information system (deviated from the German term Hacon Fahrplan-Aus-
kunfts-System[Wik]) is a distributed software system with trip planning capabilities. It
is delivered by Hacon to various international customers such as the Deutsche Bahn's,
Rejseplanen'®, Bay Area Rapid Transit'™ or Schweizerische Bundesbahnen'® and can
be seen as an off-the shelf distributed software system that follows a modular princi-
ple. Singular components can be customized for customers by enabling and disabling
features; the backend can range from a basic deployment including only a few services
to a complex distributed system spanning multiple interconnected services.

The basic core components of a HAFAS system include but are not limited to:

« Engine[Hace]: A core system that is provided with timetable data from mobility
providers and calculates ideal connections spanning multiple means of public

transportation, including buses, trains, trams, scooters, ferries, bikes, car sharing,
taxis, and even air travel.

HHacc]

YBhttps://www.bahn.de/
https://www.rejseplanen.dk/webapp/
https://www.bart.gov/
Bhttps://www.sbb.ch/de
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o API Server[Hacb]: A gateway that allows HAFAS functionalities to be inte-
grated into external applications and made accessible to third parties. Autho-
rization and authentication are enforced, as are access quotas. It also allows
customers to access internal and real-time data.

« Web Application[Hacd]: A web-based solution for accessing and using the
HAFAS timetable information system for end users. It allows for trip planning
and displays departure and arrival boards for stations. Real-time data and pricing
information for user-queried journeys can be included depending on the scale of
the configured HAFAS system.

+ Mobile App[Hacal: Like the web-based solution for end user access, this mobile
app supporting iOS and Android devices provides the same features natively for
mobile devices.

Introducing a service mesh to HAFAS is part of the research questions handled in the
next chapter of this thesis. Under the hood, the system is more complex than this
brief introduction of components; there are also hidden components that play a vital
role that have not been listed explicitly here, as this list is mainly of interest from the
point of view of a transportation agency that wishes to add HAFAS to their portfolio.

2.6 Conclusion

The fundamentals are summarized as follows. Chapters 2.1 and 2.2 introduce different
cloud computing models and discuss the evolution of software deployment eras, em-
phasizing the significance of containers and orchestration platforms like Kubernetes for
achieving scalability in distributed systems. Chapter 2.3 delves into Kubernetes, out-
lining its core features and architecture and introducing the concepts of clusters, nodes,
and pods. Chapter 2.4 defines and explores the concept of a service mesh as a dedicated
infrastructure layer for handling and controlling service-to-service communication in a
distributed system, detailing its fundamental features, challenges, and opportunities
and presenting the technological landscape of service mesh projects. Lastly, Chapter
2.5 introduces the HAFAS Timetable Information System, a crucial component of a
large-scale Mobility as a Service platform focusing on providing a seamless end user
experience for public transportation through mobile and web-facing interfaces. The
context and background for the following chapters should suffice with these fundamen-
tals provided.
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3 Analysis

Chapter 2 establishes the necessary vocabulary and concepts for understanding ser-
vice mesh technology. Now, it is time to move on to the analysis part of this thesis.
Firstly, the applied methodology is introduced and described in Chapter 3.1. Chapter
3.2 explains the current state of HAFAS, which includes an architectural overview of
HAFAS and its involved components. Chapter 3.3 briefly states the desired state and
expectations of introducing a service mesh to HAFAS. Chapter 3.4 verbalizes a re-
search assignment supported by research questions and non-goals acting as delimiters
for restricting the scope of the research. Finally, Chapter 3.5 offers a short conclusion
about the progress made in this Chapter before transitioning to the conceptional stage
of Chapter 4.

3.1 Introduction to Applied Methodology

The five main pillars of the methodology applied in this thesis are literature research,
an expert interview, a service mesh scenario analysis, an examination of the service
mesh technology landscape, and a practical case study. Additionally, the current state
of HAFAS is covered; this includes studying the software architecture of HAFAS as
a sixth pillar. The six research methods have been enumerated with the identifiers
M1..M6 and are listed in Table 1 and explained in detail below.

Identifier | Methodology

M1 Literature Research

M2 Studying the Software Architecture of HAFAS

M3 Expert Interview at Hacon with Cloud Architect

M4 Examination of Service Mesh Technology Landscape
M>5 Conducting a Service Mesh Scenario Analysis

M6 Case Study on Introducing a Service Mesh to HAFAS

Table 1: List of methodology applied in this thesis

M1: Literature Research

To better understand service meshes in scientific literature and identify current research
opportunities, the paper Service Mesh: Challenges, State of the Art, and Future Re-
search Opportunities[LLGT19] from 2019 serves as the main starting point. As stated
in a quote from the paper in Chapter 1, practical research is still rare, so no prac-
tical service mesh-related paper has been identified covering a topic comparable to
this thesis. The papers A Look at Service Meshes][KBB121] and Service Mesh Pat-
terns] DMFC23] additionally serve as a general introduction to the topic. Some litera-
ture, such as Microservices for Enterprise[IS18] or Building secure microservices-based
applications using service-mesh architecture]CB20b] have been also identified as being
helpful. The topic of service meshes appears to be primarily an industry-driven do-
main, with most knowledge available in the documentation of service mesh projects,
talks of tech conferences, or blog posts published by software architects, developers,
and DevOps engineers who work with service meshes daily. Specialized literature such
as Service Mesh Patterns[CJB23] also helped gasping service mesh concepts and their
appliance in practice.
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M2: Studying the Software Architecture of HAFAS

There are no official, publicly available sources on the architecture of HAFAS. 2.5 dealt
with all publicly available information already. To gain an overview of the HAFAS
architecture, consulting the documentation in Hacon’s knowledge base takes place.
Chapter 3.2 focuses on creating an architecture diagram of HAFAS, its components,
and their respective system context. It also aims to describe the inner workings and
interconnection of the systems components. The internal documents supporting the
system architectural overview are not included in the Appendix of this thesis in order
to publish this work without a blocking notice or leakage of corporate secrets. The
only exception is the MaaS platform’s architecture diagram in the Appendix in Figure
41. This diagram provides a rough overview of the overall HAFAS system. Access to
company secrets and HAFAS software artifacts is given per this author’s work contract
with Hacon. The author is not authorized to release these company secrets and artifacts
as per the work contract, and doing so would yield legal consequences for the author.
Hacon has defined the degree to which HAFAS-related information in this thesis is
permitted for publication. Releasing all these artifacts with the FElectronic Appendix
would be preferable so individuals interested in the case could reconstruct the case
study themselves. However, due to HAFAS closed-source licensing, this is impossible,
and that way of handling it is the most sensible in this case. The resulting system
architecture diagram and description should be sufficient to understand HAFAS in the
context of this thesis without having access to further internal documents and artifacts.

M3: Expert Interview at Hacon with Cloud Architect

To aid research method M5, an expert interview will be conducted with Fabian Korte,
the cloud architect at Hacon. Due to his expertise and yearlong experience with cloud-
hosted HAFAS systems, he has been identified as the expert with a complete overview
of all components. As the topic of a service mesh is operation-heavy, it has not been
deemed target-oriented to interview multiple stakeholders, such as project managers
or software development teams, with isolated viewpoints of HAFAS. The interview
guidelines and transcripts are found in the Appendix under Guidelines for an Fxpert
Interview and Transcript of the Fxpert Interview. The primary purpose of this expert
interview is to identify potential scenarios for M5. The expectations and resulting
scenarios of introducing a service mesh to HAFAS are explored in Chapter 3.3. Criteria
are defined for deciding which service mesh projects are deemed of interest in the case
of HAFAS. Those criteria will later help in M4 to identify which service mesh projects
are deemed reasonable candidates for M6. The recorded interview is transcribed, and

parts of it will be referenced in this thesis to gain insight into the current and desired
situation of HAFAS.

M4: Examination of Service Mesh Technology Landscape

Chapter 4.1 will define requirements for choosing a service mesh project for M6 aided
by the criteria and scenarios uncovered in M3. With those requirements in mind,
the service mesh technology landscape described in Chapter 2.4.4 will be examined in
Chapter 4.2. Part of this examination is a selection process that singles out service
mesh projects not deemed a good fit with the requirements defined in 4.1. At the end
of the process, a single service mesh project has been identified that is deemed a good
match for M6. That service mesh project is also the reference point in M¥.
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M5: Conducting a Service Mesh Scenario Analysis

With the understanding of service meshes and their capabilities as of M1 and the
insights provided by M2, after conducting M3, it is possible to explore the scenarios
of introducing the service mesh project selected in M4 to HAFAS in detail. Those
scenarios will be investigated further in Chapter 4.3. For each scenario, a problem and
a solution will be identified and described; the results of M3 guide in understanding
the decisive background of each scenario. A strategy is described in how a scenario-
related service mesh feature could be applied in practice, and it is attempted to assess
the feasibility of the scenario with HAFAS. Out of the defined scenarios, a subset
of scenarios is chosen as the main scenarios of interest in Chapter 4.4.1 that is then
investigated in M6.

M6: Case Study on Introducing a Service Mesh to HAFAS

In order to gain data on introducing a service mesh to HAFAS, a practical case study
is carried out. In this case study, the main scenarios of interest defined in Chapter
4.4.1 are implemented by introducing the selected service mesh project from Chapter
4.2 to a HAFAS environment run on a Kubernetes cluster. The results of the case
study serve as a proof of concept of introducing a service mesh to HAFAS. The gained
data will then aid in evaluating the feasibility of a service mesh introduced to HAFAS
in Chapter 6.

3.2 Describing the Current State of HAFAS

In order to understand how HAFAS works under the hood and identify which compo-
nents interact with each other, a look at the system architecture[ML] is necessary. Note
that this chapter only aims to provide fundamental knowledge of specific thesis-relevant
HAFAS key services; a complex HAFAS environment can be made up of a long list
of specialized services that will not be included here. Since the whole MaaS platform
from Chapter 2.5 is beyond the scope of this thesis, only the relevant HAFAS-related
section will be investigated further. Figure 7 (on the next page) showcases the general
system architecture of an advanced HAFAS environment. The system is divided into
sections in the architectural diagram described in Table 2.

Table 2: Overview of the different sections in the architectural diagram of Figure 7

Section Description

The trip planning front-end includes the web application
Trip Planning Front-end | and the platform dependant mobile apps for Android
and iOS.

The trip planning API serves as an API gateway to the
Trip Planning API backend components of HAFAS and manages access
by front-end clients and third parties

The backend components include the components that
Backend Components are required to calculate the most basic trip planning
operations.

Integration components enhance the trip planning
Integration Components | features of HAFAS and are additional to the most basic
functional environment.
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External data is provided by either public transportation
External Data agencies or transportation companies over external inter-
faces and is required by some integration components.

Integration Hacon Integration 3rd Party
Frontend D Backend |:| Internal Data I:] Component Component External Data
= \ Trip Planning Front-end
[ Journeys ] [ Maps ] [ Prices / Tarrifs ] [ POIs ]
I Third Party
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Figure 7: A high-level architectural overview of HAFAS (own illustration)

Transportation Companies

As illustrated in Figure 7, the front end is divided between the clients of a web applica-
tion and platform-dependent mobile apps for Android and iOS. All front-end requests
made by the end user hit the trip planning API as their first stop through the backend.
They are then routed further to the engine. The web application is designed with
a standardized assembly kit approach, allowing different customers to turn on or off
certain features and change the design while using one continuously developed version.
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This eliminates the requirement of keeping multiple teams maintaining similar yet vary-
ing web application versions for different customers. Once the engine has calculated a
request, the request is sent back to the front-end clients, where the results of the trip
calculation are rendered comprehensibly to the end user. The trip planning API is seen
as an API gateway with some load distribution and authorization responsibilities. In
Figure 8, the inner workings of the trip planning APT are illustrated. It consists of two
independent services: HAFAS Application Massaging Middleware (HAMM) and API
Server.

REST A Hel

Authenticated ‘ APl Server ’:{

Third Party

REST . Hel
Frontend |[€——> HAMM «——> Engine

Figure 8: A detailed look inside the trip planning API (own illustration)

For handling load distribution aspects, the HAMM acts as a middleware and lightweight
API gateway that distributes the HCI requests to the engine instances according to
internally tracked capacity metrics. An optional part of the Trip Planning API is the
API server. It allows authenticated third parties to access HAFAS features and internal
data to build a customized front-end. The HAMM validates front-end requests and
checks if the sending client is registered with the engine configuration. Different clients
can have different features assigned that change the engine’s behavior when processing
a request. Each engine has a set number of threads that can be used to calculate a
trip concurrently; if all threads are in use, incoming requests are added to a queue.
The HAMM tries to route requests so that each engine’s queues remain empty. The
protocol that is used to communicate with the engine is called HAFAS Client Interface
(HCI) and is a proprietary protocol that works by sending commands via JSON or
XML over a Transmission Control Protocol (TCP) connection. HAMM and the API
Server are thus required to translate the inbound RESTful calls into outbound HCI
requests.

The heart of every HAFAS environment is the engine, which calculates trips and fulfills
the requests of end users and third parties made via the trip planning API. Such a
trip calculation request contains a specified time interval, a departure and destination
location, and optional trip parameters that define calculation behavior properties (i.e.,
include individual transportation such as e-scooters or ride-sharing). In a realistic
scenario, the load produced by end users is too much to be handled by one engine,
so the engine is scaled horizontally in productive environments. Each engine has an
upper boundary of requests that can be handled simultaneously; that boundary can be
configured and ultimately depends on how many resources the engine has and how many
threads run stable in parallel. Each thread can do one trip calculation sequentially;
if all threads are busy, a new request must wait in a queue. In a realistic scenario,
distributing requests to multiple engines is essential to spread the load evenly among
the engine instances; for the engine to calculate routes for trip planning requests,
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tariff and plan data are supplied to each instance via the local file system. This data
contains the different tariff zones, points of interest, addresses, stations, and timetables
of the operating transportation agency’s various train and bus lines. Distributing the
tariff and plan data by hand would be tedious; the Hafas Data Cockpit (HDC) of the
integration components automatically distributes plan, tariff, and real-time data to the
engines. Engines register with the HDC and are assigned a data pool. The data pool
is updated if new data is available, and the registered engines are notified about the
update. They will then proceed with downloading and using the newly available data.

Up until now, the essential components required to have a functional HAFAS system
in place have been described. The additional components seen in Figure 7, which have
not been mentioned yet, enhance the feature set of that basic HAFAS environment in
the following ways:

o The Realtime component consists of two services named data collector and
match server. The data collector collects and bundles real-time data from various
sources, such as mobility providers or internal tools. The match server is supplied
with the bundled data by the data collector and is then tasked with validating
the data. The real-time data is checked against the plan data to identify which
routes are affected by cancellations and diversions. Lastly, that enriched real-time
data is converted to a format compatible with the engine. The HDC transmits
the real-time data to the various engine instances, which includes it in their
calculations.

o The Hafas Information Manager (HIM) allows transportation agencies
and companies to attach customized information to a trip that is then displayed
to the end users. Such information includes gate and platform changes, cancel-
lations, and customized texts supporting multiple languages. Once information
is associated with a trip, it is transmitted to the data collector as real-time data.
If the engine calculates as a trip and finds such attached information, it includes
it in its response, relaying the message to the end user.

o To also integrate third-party mobility providers such as e-bikes, e-scooters, taxis,
and ride-sharing services, the xMode can be added to the system. The xMode
collects data from third parties and converts it to a format the engine can use
when calculating trips. An Open Source Routing Machine (OSRM)! server sup-
ports the xMode by calculating parts of a trip and their corresponding estimated
times that take place by foot, bicycle, scooter, and car. For calculating the short-
est path in a road network, the OSRM server relies on OpenStreetMap? data.

HAFAS can be accurately described as a service-based architecture. It cannot be
considered a microservice architecture, as the services involved have too many obli-
gations and are too large. HAFAS also cannot be considered a Service Oriented Ar-
chitecture (SOA)[Jos07] as there is no Enterprise Service Bus (ESB)[Jos07][Ch. 5]
or equivalent, acting as a centralized middleware. HAFAS also cannot be described
as a monolith[Ingl8][p. 260-262|, as it is broken up into different services developed
independently. So, describing HAFAS as a service-based architecture is the closest
to putting a label on it. HAFAS can also be described as a distributed off-the-shelf

"https://project-osrm.org/
’https://www.openstreetmap.org/
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software system, as each component has one team assigned to it and is continuously
developed. Flavors of components may exist, but components are not developed inde-
pendently per customer. Setting up a HAFAS environment can be done by turning on
and off the features that the customer needs.

3.3 Describing the Desired State of HAFAS

After having conducted M33, the desired state of HAFAS can be described as follows:
Currently, the migration towards Kubernetes has not been completed as a whole yet.
Some systems, however, run as productive environments on a Kubernetes cluster al-
ready. Application scenarios have emerged where a service mesh could be helpful. Due
to the planned future migration of all systems to Kubernetes and the resulting tech-
nological foundation, introducing service mesh technology is considered a noteworthy
option. The HAFAS application-relevant scenarios primarily focus on a service mesh’s
security-enhancing features. Features for controlling network traffic appear attrac-
tive but are not the primary reason a service mesh should be introduced to HAFAS.
The current Prometheus-based monitoring stack is deemed satisfactory. Therefore, the
monitoring properties of a service mesh would not represent a selection criterion for
this particular technology. It would be considered a bonus if the additional monitor-
ing properties are helpful. Scenarios that would mainly support adding service mesh
technology to HAFAS’s hosting stack are listed in Table 3.

Identifier | Scenario

S1 Data in Transit Encryption with mTLS

S2 Certificate Management for Data and Control Plane
S3 Service-to-Service Authorization Policies

S4 Improving Resilience with Circuit Breaking

S5 Testing Robustness with Fault Injection

Table 3: Prioritized scenarios that warrant introducing a service mesh to HAFAS

Scenario S1 is motivated by the fact that there is currently no data in transit encryp-
tion enforced by all services of HAFAS. Only selected services dealing with sensitive
user data enforce encryption with their implementation maintained on a service level
by development teams. Introducing mTLS helps to ensure that traffic low is secure
and trusted in both directions between services. mTLS provides an additional layer of
security and prevents attackers from eavesdropping, tampering, and launching imper-
sonation attacks. Scenario S2 is closely related to S1 and relates to rotating, issuing,
and rotating the certificates used in mTLS encryption. Scenario S3 relates to net-
work policies that govern how services can communicate with whom and how. Service
meshes introduce zero trust network policies enforced at OSI-Layer 7. These policies
offer more flexibility and security than the Layer 3 and 4 Kubernetes network poli-
cies regarding improving the isolation of systems in multi-tenant environments where
HTTP endpoints are shared between systems. It also restricts the possible endpoints
a potential attacker can access on a compromised workload. Scenario S4 addresses a
possible improvement to system-wide resilience by introducing a circuit breaker that
limits the impact of failing services. This feature already exists with some standalone
components of HAFAS, resulting in whether a service mesh-operated circuit breaker

3 Accessible in the Appendix under Transcript of the Expert Interview
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provides additional advantages. The last scenario S5 targets the testing of robustness
by injecting faulty requests directly into the service mesh instead of having to set up
application-specific debug code. This feature is not particularly important from a host-
ing and operations standpoint but might prove helpful for developer and testing teams.
These five scenarios have been identified as prioritized and thus support introducing a
service mesh to HAFAS.

Table 4: Scenarios not investigated further in this thesis

Scenario Comment

Use cases such as blue-green or canary deployments cannot be
solely handled on the network level, as data dependencies
complicate the matter.

Traffic Redirection
Traffic Splitting

Interesting for testing environments, but it is not a priority to

Traffic Mirroring introduce a service mesh to HAFAS.

Services within HAFAS already have their retry logic imple-
Retry Logic mented, thus not being seen as a priority for introducing a
service mesh.

Requires the passing through of tracing headers, leading to
large-scale code changes across all services involved in HAFAS.
The observability features of a service mesh do not warrant
introducing large-scale changes to HAFAS.

Distributed Tracing

Table 4 lists scenarios not investigated further in this thesis as they have been deemed
irrelevant for HAFAS. These scenarios are attractive to some extent, but they do not
justify introducing a service mesh to HAFAS alone or provide limited use as they
require extensive changes to be made to HAFAS. The feasibility of these scenarios is,
to a greater extent, unclear, as the comments indicate, making them a non-priority for
now. In this thesis, they will be considered out of scope and not investigated further.
At this point, the main scenarios S7-55 have been identified that warrant introducing
a service mesh to HAFAS, and only those will be looked into further.

3.4 Defining a Research Assignment

After identifying adequate scenarios of use that support introducing a service mesh to
HAFAS, it is time to define a research assignment for this thesis.

RA: What is the practical benefit in introducing a service mesh to an
already existing distributed software system?

In this research assignment, the already-existing distributed software system is HAFAS,
and the following five questions define the scope of this thesis research assignment in
more detail:

Defining Research Questions

Q1: What are the chances and risks of using a service mesh in practice?

Challenges and opportunities of a service mesh have been briefly mentioned in Chap-
ter 2.4.3. A question that arises is how the findings of that Chapter turn out after
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introducing a service mesh to an already existing distributed software system such as
HAFAS.

Q2: What does the current technological landscape of existing service
mesh projects look like?

Chapter 2.4.4 has given a short overview of the current technological landscape of
existing service mesh projects. Now, with the five scenarios S1..55 identified in Chapter
3.3, the question arises: Which of those projects are compatible with those scenarios
and match the requirements that will be defined in Chapter 4.1 as well?

Q3: What are the implications and restrictions of introducing a service
mesh to an existing system?

Since every distributed system has its architectural challenges, the question is whether,
in the example of HAFAS, certain boundaries in the services making up the system
would prevent a service mesh from being introduced successfully. If such restrictions
exist, finding and overcoming them could aid in establishing a framework for introduc-
ing service meshes to already existing distributed systems whose architecture has not
been planned to be service mesh-compatible from the ground up.

Q4: How do the complexity and overhead of a service mesh impact per-
formance and allocation of resources?

One of the three main challenges of service meshes discussed in Chapter 2.4.3 has been
related to performance. Introducing a service mesh to a system creates more complexity
and could lead to impacted performance and increased resource consumption. This
question assesses if the added benefits of a service mesh outweigh the disadvantages; in
this case, the results of a practical scenario are attractive for gaining data and insights.

Q5: What are the complications of introducing a service mesh in a prac-
tical scenario, such as HAFAS?

This research question targets the unknown and assumes that there will be some com-
plications when introducing a service mesh to a distributed software system that has
not been designed from the ground up to be operated in combination with a service
mesh.

Defining Non-Goals

Non-goals help refine the targeted scope of the thesis for the previously defined research
questions. The following four non-goals have been defined for the previous five research
questions:

NG1: FEvaluating every single feature offered by a service mesh

Since this thesis has a HAFAS-related focus, introducing and evaluating the general
scenario of every single feature that a service mesh provides is not the goal of this
thesis. Instead, features are evaluated based on whether they are deemed attractive for
a HAFAS environment; the most attractive feature is then investigated and evaluated
in the practical section of this thesis.
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NG2: Introducing a service mesh to HAFAS production environments

Since there is no guarantee that, in its current state, HAFAS would seamlessly support
a service mesh, it is ruled out that any artifact ready for productive use will result from
this thesis. Instead, the practical research will serve as a starting point for the future
discussion of whether a service mesh is desirable for productive use and what changes
are required to head in that direction.

NGS3: Providing a detailed framework for introducing a service mesh to
an already existing distributed system

Since HAFAS is a unique software system, it is unlikely that other systems will behave
the same when confronted with a service mesh. The findings of this thesis may help
serve as a reference in some cases; however, they will not be nearly detailed enough
in the edge cases covered to create a framework for introducing a service mesh to an
existing distributed system.

NG4: Providing an in-depth cost and performance analysis for introduc-
ing a service mesh to an already existing distributed system

An attempt at providing a performance and cost estimation will be made; a detailed
report, however, is reserved for a thesis that follows up on the topic. This thesis
emphasizes introducing a service mesh to a distributed system such as HAFAS and
creating an early proof of concept.

3.5 Conclusion

The methods M1..M6 used in this thesis’s scope have been introduced, and the current
state of HAFAS has been described. Building on that, the expert interview mentioned
in M3 has aided in generating a list of prioritized scenarios when introducing a service
mesh to HAFAS. Those scenarios S1..55 will be handled in more detail in Chapter 4.3.
Lastly, a research assignment has been defined that is based on research questions and
non-goals. The following chapters aim to investigate the identified scenarios in more
detail and select a service mesh project for the case study that matches the scenarios
from Chapter 3.3 and requirements of Chapter 4.1. Lastly, the practical case study will
be conducted with the selected service mesh project and a chosen subset of scenarios
of interest. This case study serves as a proof of concept for introducing a service mesh
to HAFAS and will aid in generating the data needed to answer the research questions
Q1..Q5 in Chapter 6.
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4 Conception

The chapter on conception follows up on the ideas presented in Chapter 3. The defining
requirements for a service mesh project are discussed in Chapter 4.1. Functional and
non-functional requirements are established for this purpose. These requirements are
subsequently used to select a service mesh project by research method M/ in Chapter
4.2. This service mesh project selection is followed in Chapter 4.3 by the service mesh
scenario analysis, as addressed in research method M. This scenario analysis is based
on the scenarios S1..55 identified for HAFAS in Chapter 3.3. Finally, Chapter 4.4 de-
fines the foundations for the case study. A subset of the scenarios will be selected and
trialed in practice with the service mesh project selected in Chapter 4.2 being intro-
duced to a dummy HAFAS environment used for this case study. It is also determined
what data is collected in the context of this case study and how that data is used in
answering the research questions from Chapter 3.4.

4.1 Defining Requirements for Service Mesh Projects

In order to analyze the technological landscape of existing service mesh projects, it is
necessary to define the requirements of a service mesh project. These requirements
are declared to remain within the reasonable scope of HAFAS. The expert interview
from method M3 is used in this case to include a HAFAS-oriented perspective to the
matter. Insight into the expert interview and the corresponding guidelines are found
in the appendix under sections Guidelines for an Fxpert Interview and Transcript of
the Expert Interview. In this chapter, defined requirements are divided into functional
and non-functional requirements|AA05][6.3]. With that in mind, functional and non-
functional requirements in the context of a service mesh are defined as:

e Functional requirements are detailed specifications describing the specific
functions, features, and capabilities a service mesh project must have to meet
its intended purpose.

o Non-functional requirements specify how a service mesh should perform in
terms of performance, reliability, security, usability, maintainability, stability, et
cetera.

In this case, the prioritized scenarios S1..55 previously identified in Chapter 3.3 corre-
late to a specific service mesh feature that translates to a functional requirement. When
considering service mesh projects for closer investigation in Chapter 4.2, only projects
implementing those features can be selected for the latter-conducted case study. The

resulting functional requirements for the service mesh project have been listed in Table
5 below.

Scenario | Functional Requirement Id | Targeted Service Mesh Feature

S1 FR1 mTLS Encryption

S2 FR2 Certificate Management

S3 FR3 Service-to-Service Authorization Policies
S4 FR4 Circuit Breaking

S5 FR5 Fault Injection

Table 5: Functional requirements, their corresponding scenarios, and targeted service
mesh features
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At this point, scenarios have been linked to functional requirements and a targeted ser-
vice mesh feature. A description formulating the details of each functional requirement
is found in Table 6 and completes the definition of functional requirements,

Id

Details of Functional Requirement

FR1

The service mesh project should provide features that ensure setting up en-
crypted mTLS connections targeting meshed service-to-service communica-
tion successfully. Turning this feature on and off on a per-service basis
should be possible.

FR2

The service mesh project should provide features that aid in certificate man-
agement. This includes changing the root certificate of the Certificate Au-
thority (CA) that is used to derive the certificates used by the sidecar prox-
ies for mTLS encryption. The service mesh project should allow automating
the rotation of the root certificate.

FR3

The service mesh project should contain features that allow configuring
policies that determine which services or components can communicate
with each other, helping enforce security and access control within the
service mesh. It should be possible to define authorization policies on a
per-service basis.

FR4

The service mesh project should provide a circuit-breaking feature that helps
prevent service failures and overloads by automatically temporarily blocking
traffic to a service once its health status deteriorates, ensuring system stabil-
ity in the process.

FR5

The service mesh project should contain tooling that allows for intentionally
introducing errors into a service’s communication in order to test its re-
silience and ability to handle unexpected issues under controlled circum-
stances.

Table 6: List of functional requirements and their details

The following non-functional requirements for service mesh projects have been identi-

fied in Table 7.

Non-functional Requirement Id | Non-functional Requirement
NFR1 Technical Maturity

NFR2 Compatibility

NFR3 Maintainability

NFR4 Configurability

NFRbH Usability

NFR6 Portability

NFR7 Usage Cost

NFRS8 Licensability

Table 7: Non-functional requirements for service mesh projects

As per the expert interview, technical maturity has come up, as there is no interest
in introducing a cutting-edge service mesh project to HAFAS that has not yet seen
any production use elsewhere. Additionally, compatibility is essential, as the service
mesh project has to support Kubernetes environments and should not require soft-
ware changes to HAFAS. A desired solution should not add additional costs on its
own. There are no strict restrictions on licensability, so open-source and proprietary
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projects are considered, although open-source is preferable. There are weak restric-
tions on portability: if desired, a project should be migrated to other cloud platforms
if necessary. However, due to Hacon’s reliance on Amazon Web Services, a solution that
deeply integrates into it could be considered if it outweighs all other solutions by a large
margin. Outside the interview, configurability, usability, and maintainability will also
be included in the non-functional requirements. These aspects target the configuration
aspects of a service mesh project and whether it provides ways to ease user interaction,
such as a CLI that aids in configuration or a dashboard to visualize the current state
of the service mesh. With the defined non-functional requirements for service mesh
projects, a description drafting the details of each non-functional requirement is found
in Table 8.

Id

Details of Non-functional Requirement

NFR1

The non-functional requirement of technical maturity requires that other
companies actively use the service mesh project in production scenarios.

In the case of commercial products, it is assumed here that a released product
has sufficient maturity. For open-source projects, the maturity level of the
CNCF is consulted. The project should have had security audits completed.

NFR2

There are three decisive criteria concerning compatibility features. Firstly,
the service mesh project must be compatible with a Kubernetes cluster.
Secondly, no drastic changes must be made to HAFAS to implement the
service mesh. The service mesh must support tunneling HTTP and raw TCP
connections through its sidecar proxies.

NEFR3

For the maintainability of the service mesh project, it is necessary to have an
understandable and well-documented mechanism for upgrading the project that
prevents the service mesh from experiencing outages during the upgrade process.

NFR4

Concerning the configurability requirement, it is necessary for the service
mesh project to have an understandable, detailed, and well-documented config-
uration mechanism.

NEFR5

For the usability requirement, the service mesh project must offer tooling for
user-friendly interaction. Tooling includes, for example, a command-line interface
to manage the configuration or a graphical user interface that reports on the
current state of the service mesh.

NFR6

For the requirements of portability, it is desirable, but not necessary, that the
service mesh project can also be used in cloud environments other than AWS.

NEFR7

With regard to the cost requirements, it is considered unavoidable that the
control plane of the service mesh and the necessary sidecar proxies will in-
crease the use of resources. This increase in computing power will result in
basic costs. It is, therefore, necessary that using the service mesh project does
not result in any licensing costs.

NEFRS8

Regarding licensability, the service mesh project is preferred to be considered

a healthy Open Source Software (OSS) project. . A way of measuring

is to see if the project has obtained an OpenSSFE Best Practice badge[Ope].
Non-OSS projects would only be preferable if they integrated into AWS at ease.

Table 8: List of non-functional requirements and their details

With those five functional requirements FR1..FR5 and eight non-functional require-
ments NFRI1...NFRS a selection process is conducted to identify projects that cor-
respond to these requirements and would be a suitable fit for HAFAS. As per NG4:
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Providing an in-depth cost and performance analysis for introducing a service mesh to
an already existing distributed system and QQ4: How do the complexity and overhead
of a service mesh impact performance and allocation of resources? There have been
no defined non-functional requirements for performance and availability. These can
hardly be provided by every service mesh project and depend on the distributed sys-
tem to which the service mesh is introduced and the targeted usage scenarios. Suppose
multiple service mesh projects appear to be on par and sources that allow a rough per-
formance comparison are available. This metric will be used to decide which project
to prioritize for the case study. As per NG2: Introducing a service mesh to HAFAS
production environments, no requirements for professional support via paid options are
to be considered at this stage. For some open-source service mesh projects such as
Linkerd enterprise versions such as Buoyant! exist that provide advanced support and
features that are absent with the open-source version.

4.2 Selecting a Service Mesh Project for Closer Investigation

With the functional and non-functional requirements for a service mesh project defined
in the previous chapter, it is time to apply them to a set of projects to filter out a
suitable candidate for the case study. In Chapter 2.4.4, it has been established that
the CNCF Cloud Native Landscape[CNCc| currently lists twenty-one service mesh
projects. These twenty-one projects are seen as a base list of service mesh projects for
the selection process. Chapter 2.4.4 also mentioned that some service mesh projects,
such as the NGINX Service Mesh, appear not to be listed by the CNCF. Projects not
listed by the CNCF are not deemed noteworthy, so this selection process will only focus
on the twenty-one projects in the CNCF Cloud Native Landscape. As seen in Figure
9, the CNCF also provides access to the Cloud Native Landscape in an interactive
way[CNCb].
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Figure 9: Interactive overview of the CNCF Cloud Native service mesh landscape?

This allows quick filtering and grouping of the projects by pre-defined criteria. As com-
paring twenty-one projects and their responses to the previously defined requirements
is not feasible, pre-culling is required to shorten the list of possible candidates. The
following steps define this pre-culling process:

"https://buoyant.io/
2Screenshot of [CNCb]
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o Aggregate date of the twenty-one projects from the CNCF Interactive Cloud
Native Landscape[CNCb] as seen in Table 9. This data® includes the project
name, organization behind, license information, and number of GitHub? stars.

o For OSS projects, it is assumed that the amount of GitHub stars correlate with
the popularity, user commitment, and distribution of a project, as the platform
is considered a central hub of the OSS community|[git23]. This approach utilizes
the amount of GitHub stars as a rough indicator of project maturity, assuming
that mature projects have a higher impact and, thus, a higher reach.

o For projects, not OSS, there is no data on the GitHub stars, as development
occurs behind closed doors. As OSS projects are preferable because of NFRS,
Amazon’s AWS App Mesh would be the only exception.

Project Organization | License | GitHub Stars
Aeraki Mesh CNCF OSS 694
AWS App Mesh AWS Not OSS | -
Consul HashiCorp OSS 26921
EaseMesh MegaFase OSS 491
Flomesh Service Mesh Flomesh 0SS 17
Glasnostic Glasnostic Not OSS | -
Gloo Mesh Solo.io Not OSS | -
greymatter.io greymatter.io | Not OSS | -
Istio CNCF 0SS 33694
Kuma CNCF OSS 3286
Linkerd CNCF 0SS 9881
Merbridge CNCF 0SS 666
Nasp Cisco OSS 24
Open Service Mesh CNCF 0SS 2589
OpenSergo Alibaba Cloud | OSS 663
Sermant Huawei OSS 651
Service Mesh Interface CNCF OSS 1045
Service Mesh Performance | CNCF 0SS 259
Slime NetEase 0SS 401
Tetrate Service Bridge Tetrate Not OSS | -
Traefik Mesh Traefik Labs OSS 1915

Table 9: The aggregated data of twenty-one projects listed in the category service mesh
in the CNCF Cloud Native Interactive Landscape

In order to analyze this data, it is first loaded into R®, then a Q-Q Plot[Dod08][p.
437-439] plot is created in order to verify the distribution of the GitHub stars for the
service mesh projects. In this Q-Q plot, the distribution of GitHub star data points is
compared against the normal distribution of the data. We are interested in data points
that heavily diverge from the normal distribution. The source code for Figure 10 and
Table 10 on the next page is available in Listing 1.

3Data in the table from 2023-11-09T02:46:23
“https://github.com/
Shttps://www.r-project.org/
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# Create (- Plot

x = c(17, 24, 259, 401, 491, 651, 663, 666, 694, 1045,
1915, 2589, 3286, 9881, 26921, 33694)
gqqnorm (x)
qqline (x, col=2, 1lwd=2, 1lty=2)
# Calculate Quantiles
quantile(x, seq(0.1, 1, by=.15))

Listing 1: R-Code used for analyzing OSS projects GitHub star data

The generated Q-Q Plot is seen in Figure 10. Three data points strongly diverge
from the normal distribution of data and are thus considered projects of interest for
comparing their responses to the requirements of Chapter 4.1. Those three data points
respond to Istio, Consul, and Linkerd and are labeled for identification in the Figure.

Normal Q-Q Plot
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Figure 10: Q-Q plot of GitHub star data of OSS service mesh projects®
Percentile | 10% 25% 40% 55% 70% 85% 100%
Data Point | 141.50 | 468.50 | 663.00 | 781.75 | 2252.00 | 8232.25 | 33694.00

Table 10: Percentiles of GitHub stars of OSS projects

Table 10 shows the results of calculating percentiles by increasing the value of the
percentile for each data point by 15 percent. It is observed that the cut-off point for
the upper 15th percentile is 8232.25 GitHub stars for all service mesh projects in the
CNCF Cloud Native Landscape. This finding indicates that Linkerd, Consul, and Istio
represent the upper 15th percentile of service mesh projects when measured by GitHub

6Generated with source code from Listing 1



4 Conception 32

star popularity. As per the previously defined steps, this means that of the twenty-one
service mesh projects, the following four candidates will be subjected to the in Chapter
4.1 defined requirements:

o Linkerd” (Upper 15th percentile of service mesh projects by GitHub stars)
o Istio® (Upper 15th percentile of service mesh projects by GitHub stars)
o Consul® (Upper 15th percentile of service mesh projects by GitHub stars)

o AWS App Mesh'® (Non-OSS project with strong integration into AWS due to
Amazon)

The final process of selecting a service mesh project that is to be used for the case
study goes as follows:

o Compare the four candidates’ ability to satisfy the functional requirements FRI..FR5
from Chapter 4.1. Eliminate candidates that do not have sufficient features to
support the functional requirements.

o Compare the remaining candidates’ ability to satisfy the non-functional require-
ments NFR1..NFRS from Chapter 4.1. Eliminate candidates who do not have
sufficient prerequisites for at least two non-functional requirements.

o Out of the remaining candidates, select one service mesh project for the case
study. If multiple possible candidates exist, considerations of which candidate
appears to be most sensible for the case study compared to the others must be
made.

The results of the first step of the selection process are seen in Table 11. For each
functional requirement and corresponding service mesh feature, it has been checked if
the service mesh projects include the required feature in their offered functionality.

FR | Feature Linkerd | Istio Consul App Mesh
1 mTLS Encryption Yes[Linb| | Yes[Istf] | Yes[Cona] | Yes|AWSc]

2 Certificate Management | Yes|[Linc] | Yes|Istd] | Yes[Cond]| | Yes[AWSc]

3 /SXeJtV}i(ojiizZ t?jrrlvfl’ciicies Yes[Linn| | Yes[Istf] | Yes[Conc] | No[AWSD]

4 Circuit Breaking Yes[Line] | Yes[Istb] | Yes[Conb] | Yes[AWSa]

5 Fault Injection Yes|Link| | Yes[Istc] | No No

Table 11: Comparison of service mesh candidates regarding their ability to satisfy the
functional requirements

Table 11 shows that while Linkerd and Istio satisfy all five functional requirements de-
rived from the scenarios S1..55, Consul does not satisfy fault injection functionalities,
while AWS App Mesh on top of that does not support service-to-service authorization
features. This eliminates Consul and AWS App Mesh from the considerable service

"https://linkerd.io/

8https://istio.io/

‘https://www.consul.io/
Ohttps://aws.amazon.com/app-mesh/
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mesh candidates pool. As the second step, the assessment of the non-functional re-
quirements NFR1..NFRS8 of Linkerd and Istio is done in Table 12 and 13.

Table 12: Assessing the non-functional requirements of Linkerd

Non-functional

. Linkerd
Requirements
Linkerd has achieved CNCF graduated status in 2021[CNCal. It is
NFR1 the first service mesh project listed by the CNCF that has archived

Technical Maturity

graduated status. Linkerd lists adopters such as Xbox, Adidas, and
DB Schenker on their website that are using it productively!'. There
have been three security audits in 2019, 2020 and 2022[CNCb].

Linkerd is compatible with Kubernetes environments[CNCb]. All

NFR2 TCP protocols are supported, including HTTP and raw TCP
Compatibility protocols. Some server-first protocols require additional configuration
for mTLS support[Lini].
Linkerd upgrades are done separately and are broken down into CLI,
control plane, control plane extensions, and data plane upgrades. Uti-
NFR3 . . .
Maintainability lizing Kubernetes rollouts, Z€To downtime upgrgdes are made possible.
The CLI offers a check mechanism that can verify the success of the
upgrade[Lino].
Linkerd provides configuration management via Kubernetes Labels.
Resources are annotated to persist configuration changes. Linkerd
NFRA introduces its own CRDs on installment that act as configuration
Configurability building blocks. The Linkerd CLI[Linf] offers commands such as
inject that offer automatic injection of configuration values into
Kubernetes YAML files. Linkerd offers extensive configuration
documentation with examples on its website.
NFRS Linkerd offers a CLI[Linf] for administrative purposes. The viz|Ling]
o extension provides observability and visualization components and
Usability . . .
offers a graphical overview of the meshed services.
NFR6 Linkerd can be deployed to any cloud-hosted or on-premise Kubernetes
Portability environments|Linl].
NFR7 . . . . . . 12
Cost Linkerd is free to use. An enterprise version exists with Buoyant'“.
NFRS8 Linkerd is licensed under the Apache License 2.0[CNCb] and satisfies
Licensability OpenSSF best practices|Mora].

Table 13: Assessing the non-functional requirements of Istio

Non-functional

. Istio
Requirements
Istio has achieved CNCF graduated status in 2023[CNCa] and
NFR1 lists adopters such as Airbnb, eBay, and Atlassian on their website!?

Technical Maturity

that are using it productively. There has been one security audit in
2023[CNCb].
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Istio is compatible with Kubernetes environments[CNCb]. All
NFR2 TCP protocols are supported. This includes HTTP and raw TCP
Compatibility protocols. Some server-first protocols require additional config-
uration[Iste] for mTLS support.
Istio is upgradable through either an in-place or canary upgrade[Istg].
NFR3 Canary upgrades are the recommended upgrade methods and are
Maintainability deemed safer than in-place upgrades. Utilizing Kubernetes rollouts,
zero-downtime upgrades are made possible.
Istio supplies its own CRDs for configuration. Some configuration
NTFRA values can also be applied through Labels. The Istio CLI[Isth]
Configurability also aids users l?y injecting con.ﬁguratlon val}les into Kuberr.letes
YAML files. Istio offers extensive configuration documentation
with examples on its website.
Istio offers a CLI[Isth] for administrative purposes. A graphical
NFRb . . .
Usability repr.e§entat101.1 of th§ service mesh can be created with the
addition of Kiali[Isti].
NFR6 Istio can be deployed to any cloud-hosted or on-premise Kubernetes
Portability environments|Ista).
NERT Istio is free to use.
Cost
NFRS Istio is licensed under the Apache License 2.0[CNCb| and satisfies
Licensability OpenSSF best practices[Raj.

With Linkerd and Istio having their non-functional requirements assessed, their assess-
ment results are compared in Table 14. L stands for Linkerd and I for Istio; in the case
that a non-functional requirement is satisfied to a comparable extent, this is expressed
with L = I. The > and < operators symbolize the case where one project satisfies a
non-functional requirement to a more matching extent.

NFR 1 2 3 4 5 6 7 8
Vs L>1|L=I|\L<I|L=1|\L>1|L=1|L=1|L=1I

Table 14: Comparison of Linkerd vs. Istio responses to non-functional requirements

In five instances, the two projects can fully satisfy the non-functional requirements
and are considered comparable. In the instance of NFR3: Maintainability, Istio has
deemed a better match; this stems from the fact that Istio’s upgrade mechanism of-
fers a safer way of upgrading through the canary deployment than Linkerd’s in-place
method. Regarding NFR1: Technical Maturity, Linkerd is considered a better match;
it is the first service mesh project that the CNCF has granted graduated status and
has held that status for a longer time. While Istio’s security audit is more current than
Linkerd’s, Linkerd has generally had more audits. Linkerd is also considered a better
fit concerning NFR:5 Usability as it offers an out-of-the-box dashboard with its viz
add-on. The dashboard makes Linkerd a more suitable candidate than Istio for fulfill-
ing the non-functional requirements. Linkerd also provides faster performance and a
smaller resource fingerprint than Istio. Due to Linkerd’s sidecar proxy being written in

Uhttps://linkerd.io/community/adopters/
2https://buoyant.io/
Bhttps://istio.io/latest/about/case-studies/
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Rust compared to Istio’s C++-written Envoy proxy, an entire class of memory-related
Common Vulnerabilities and Ezposures (CVEs) is being avoided due to Rust being
a memory-safe language[Buo]. Istio provides extensive features for complex architec-
tures and advanced use cases. At the same time, Linkerd stands out for its simplicity,
security, and performance, making it an attractive option for lightweight and straight-
forward service mesh needs. For this reason, Linkerd is selected as the service mesh
project of choice for the case study.

4.3 Investigating Service Mesh Application Scenarios for HAFAS

Selecting Linkerd for the service mesh of choice for the case study in Chapter 4.4 now
requires a more in-depth look into the scenarios S1..55 identified in Chapter 3.3. Each
scenario receives its sub-chapter investigating its functionalities. With the service mesh
of choice for the case study selected, the technical details of each scenario will relate
to Linkerd. The functionalities and background are covered for each scenario, and a
short assessment of how this feature could be used with HAFAS is carried out. As per
NG2: Introducing a Service Mesh to HAFAS that is Ready for Productive Use, this is
not an in-depth analysis of the feasibility and usefulness of each scenario for HAFAS.
The primary motivation is to identify high-priority scenarios that will be investigated

further in the case study to create an early proof of concept for introducing a service
mesh to HAFAS.

4.3.1 S1: Data in Transit Encryption with mTLS

Data in transit encryption with mTLS is a security feature of a service mesh that
ensures high confidentiality and integrity in service-to-services communication|[Fly23].
Unlike traditional TLS, mTLS requires both the client and the server to present valid
certificates, establishing a mutual trust relationship. This two-way authentication helps
prevent unauthorized access and man-in-the-middle attacks within the service mesh.
By encrypting data in transit, mTLS adds an extra layer of protection, making it sig-
nificantly harder for malicious actors to intercept or tamper with sensitive information
exchanged between services, thereby enhancing the overall security of the distributed
system. Figure 11 highlights the difference between a distributed system devoid of
mTLS encryption and one deploying mTLS in its service-to-service communication.

Pod | = __---T é ~~~~~~~~ Pod
Container

>
Man-in- the-m/ddle attacks possible
Container y
| Function: GetSecretData | >
/ Pod: ServiceA = Pod: ServiceB

| SecretKey: 1fd38jd6... ~ |
<

Sidecar e Q Sidecar
Figure 11: Data in transit encryption with mTLS in action (own illustration)

Issuer: ServiceMeshCA

Identity: ServiceA
\ J
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The above example in Figure 11 describes a system lacking the security properties of
confidentiality, integrity, and authenticity. The lack of confidentiality allows a man-
in-the-middle attacker to eavesdrop on the data in transit. The absence of integrity
permits the attacker to modify data in transit. Moreover, without authenticity, the at-
tacker can pretend to be an otherwise trusted service and conduct restricted operations
that way. TLS certificates provide a critical component of mTLS encryption. Each
certificate identifies a subject and is certified to be that subject by an issuing entity.
TLS in a client-server scenario on the web only involves the client verifying the server’s
certificate; the server does not verify a client’s certificate as they provide none. mTLS
stands for mutual TLS and requires the additional verification of a client compared to
TLS. In the lower example of Figure 11, ServiceA opens up a connection to ServiceB,
and they conduct a key exchange to set up an encrypted tunnel. Then, they both ex-
change and verify each other’s end-entity certificates. Upon completing this validation
step, the services can begin exchanging encrypted data. mTLS thus adds the secu-
rity properties of confidentiality, integrity, and authenticity to the service-to-service
communication of the distributed system. Authenticating both communication partic-
ipants allows authorization, a building block for zero trust functionalities. Kubernetes
does not offer an automated solution for implementing mTLS encryption; manual ways
involving adding mTLS capabilities per service codebase are cumbersome. A service
mesh solves this problem with the sidecar proxy approach. Figure 12 showcases the
architecture of Linkerd. The identity service of the control plane handles certificate
signing. It acts as a TLS Certificate Authority, issuing end-entity certificates to the
proxies at proxy initialization time to implement mTLS encryption.

CLI —> destination proxy-injector

N

identity
linkerd namespace

Control Plane

Data Plane

———  linkerd-proxy —————

1 l

Application

Pod

Figure 12: Architecture of Linkerd!*

Deriving end-entity certificates in Linkerd works by including the Kubernetes Service
Account token as a unique identification point for a workload’s identity. Linkerd de-
ploys a two-layer hierarchy of trust: The identity service from Figure 12 handles issuing
and rotating certificates to workloads. Linkerd’s trust anchor handles the issuing of

4[Lina]
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the certificate for the identity service. Rotating end-entity certificates is automated,
while rotation of the trust anchor is a manual task for the service mesh operator. More
on that will be handled in Chapter 4.3.2 as this is related to Scenario S2: Certificate
Management for Data and Control Plane. Linkerd enables mTLS encryption between
services as a default setting for all meshed services. There is, however, no enforcement
of mTLS encryption between meshed and non-meshed services, meaning that work-
loads in the service mesh are accessible by non-mTLS connections by default unless
explicitly defined by the authorization policies of Scenario S3 discussed in Chapter
4.3.3. Linkerd’s mTLS feature supports routing any TCP-based traffic. Linkerd, how-
ever, also relies on a feature called protocol detection[Pre21]. Protocol detection allows
Linkerd to detect the protocol used in a TCP connection automatically. Determining
the protocol is done by inspecting traffic between the connected services. This feature
is in place to avoid having the user define the protocol manually for each port. The
information gathered by the used protocol aids Linkerd in load balancing and gather-
ing observability metrics. While Linkerd can only balance raw TCP connections on a
connection level, it can advance this to the request level once HT'TP is involved. Proto-
col detection fails as soon as server-speak-first protocols are involved. These protocols
work by having the client establish a connection and then waiting for the server to re-
spond. Linkerd is, however, only able to detect the protocol with the server’s response.
It means it cannot establish an mTLS tunnel with only the client’s request as a source
of information. The concept of opaque ports has been introduced; it allows the service
mesh operator to mark ports used by such protocols as opaque with a specific annota-
tion at the workload level in Kubernetes. Linkerd will then skip protocol detection for
the protocols on these ports and continue routing traffic through an mTLS-encrypted
connection. Before introducing opaque ports, the only way of bypassing this was by
excluding the involved ports from the sidecar proxy and establishing the connection
directly from container to container. This approach made it impossible to use mTLS
encryption with protocols that failed the protocol detection.

ﬁ Nginx-Ingress xMode
TTPS
||I ||I ||l lll

mTLS::HTTP mTLS::HTTP
K DY

{ HAMM API Server J

dlIH:-ST1W| |

mTLS::RAW_TCP::HCI

N ¥

Engine-2

Engine-1 Engine-3

Figure 13: Introducing mTLS encryption to HAFAS (own illustration)

Introducing mTLS encryption to a HAFAS environment could look like in the graphical
illustration of Figure 13. Linkerd’s mTLS feature encrypts all communication between
the meshed services in the Kubernetes cluster. As the sales platform portion of the
MaaS platform evolves, personalized user data will likely enter the system. Introducing
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the security features of mTLS to HAFAS will thus become an essential factor in secur-
ing the platform. The two protocols that play a role in this are HT'TP and HCI', both
supported by Linkerd for mTLS encryption. Additionally, mTLS sets the foundation
for introducing zero trust network security via authorization policies to HAFAS, which
further helps isolate the systems in multi-tenant Kubernetes environments. Lastly,
it must be stated that mTLS is not a catch-all solution; the added security features
are beneficial in preventing eavesdropping, spoofing attacks, and data manipulation
in transit. It does, however, not protect from attacks on data stored by the services
or man-in-the-middle attacks on the loopback device that Linkerd uses to communi-
cate between the proxy and workload. The mTLS encryption functionality offered by
a service mesh is highly relevant for HAFAS and warrants introducing it to Kuber-
netes environments, given that the case study supports the technical requirements on
performance and latency.

4.3.2 S2: Certificate Management for Data and Control Plane

The previous chapter discussed the scenario of data in transit encryption with mTLS
and explained Linkerd’s implementation. Linkerd provides its own Certificate Author-
ity that fulfills Certificate Signing Requests (CSRs)[NKO00] submitted by the sidecar
proxies. Figure 14 visualizes the process of generating end-entity certificates for side-
car proxies in Linkerd. Kubernetes ServiceAccount tokens help determine the identity
of the workload attached to the sidecar. Additionally, each sidecar proxy generates a
private key used for signing certificates. A CSR containing the sidecar’s public key and
a digital signature is sent to Linkerd’s Certificate Authority when the sidecar proxy
generates a certificate. The Certificate Authority verifies the digital signature with the
public key, ensuring the applying sidecar proxy possesses the private key, validating
its identity. In the case of a verified identity, the Certificate Authority then issues
and signs an end entity certificate to the sidecar proxy used for establishing mTLS
connections in the service mesh.

Certificate
Authority

CSR

Proxy
@ SA Token — Pod B

SA Token — Pod A Certificate

Certificate
Pod A Pod B

Secure Communication

Figure 14: End-entity certificate request procedure for sidecars in Linkerd!®

15As a raw TCP protocol unknown to Linkerd, HCI is a likely candidate for opaque port capabilities
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Linkerd automatically rotates end-entity certificates for workloads. Rotating the iden-
tity issuer certificate of the Certificate Authority and the trust anchor used to sign
the identity issuer certificate are manual tasks that the service mesh operator must
manage. By default, Linkerd uses a pre-generated trust anchor upon installation that
is valid for 365 days and will cause certification expiration issues once that timeframe
has passed[Linm]. Independent of the trust anchor, the Certificate Authority’s issuer
certificate can also expire in that timeframe. It is possible to set up a certificate man-
ager such as cert-manager'” that automates the process of rotating the identity issuer
certificate. Rotating an expired trust anchor involves generating a new one, bundling
it with the old one, rotating the issuer certificate for the Certificate Authority, and
removing the old trust anchor. Linkerd permits this trust anchor rotation procedure
without downtimes. Utilizing cert-manager, generating a long-lasting trust anchor and
short-lasting automatically rotated identity issuer certificates is possible. Linkerd thus
provides optimal certificate management capabilities, as the trust anchor can be stored
away safely while intermediary certificates with short validity periods are renewed fre-
quently. The certificate management features also allow for a quick zero downtime
recovery if a secret is lost or compromised. Figure 15 showcases a Linkerd certificate
management architecture based on Kubernetes secret management capabilities and
cert-bot. The trust anchor has a ten-year validity, while issuer certificates are renewed
every five hours and are only valid for a maximum of 6 hours. Sidecar proxies re-
new their certificates every 24 hours as a default strategy. End-entity certificates are
rotated every three hours to demonstrate the possible short validity of sidecar proxy
certificates.

renew / \ / \
cert-bot before T I,||.|NKERD Ir l,.L'NKERD
exp. 5h
Control Plane
Sidecar Proxy o
i - - — o
Kubernetes Secret Identity Service (CA) [ \Iigl?id-:;t;tghcertlflcate &
Y Issuer Certificate N Z8")
rust Anchor - i o
u (Intermediate Certificate) (" sidecar Proxy 5
L Validky = 6h End-entity certificate
Validity = 10y Ellensy = Validity = 3h
J A\ )

Figure 15: Example of a Linkerd certificate management architecture (own illustration)

Linkerd provides sufficient certificate management capabilities for its mTLS function-
ality. Automation and issuing short-lasting intermediate certificates minimize the risk
of having a compromised certificate at bay and shorten the timeframe in which attacks
are made possible. The revocation process of tainted certificates improves by having
short living certificates[TSHJ12] that expire after a few hours. Even if the trust anchor
is compromised, Linkerd provides an uncomplicated method of quickly changing it to
a new one with zero downtime and a quick cascade down to the end-entity certificate
level. Scenario S1 depends on Scenario S2 to fulfill its full potential.

16/Bal23]
"https://cert-manager.io/
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4.3.3 S3: Service-to-Service Authorization Policies

Authorization policies in a service mesh are pivotal in governing and securing commu-
nication between services within a distributed architecture. These policies define rules
and permissions that dictate which services can interact with each other and under what
conditions. Leveraging Role-based Access Control (RBAC) and other fine-grained ac-
cess management techniques, authorization policies ensure that only authenticated and
authorized services can exchange data, mitigating the risk of unauthorized access or
data breaches. The aspect of mTLS encryption mentioned in Chapter 4.3.1 introduced
the security properties of confidentiality, integrity, and authenticity. Authorization
policies extend this set of security properties by providing authorization. By imple-
menting a robust authorization framework, service meshes enhance the overall security
posture of distributed systems, safeguarding sensitive information and enforcing strict
access controls between service-to-service communication. Linkerd offers authorization
policies that can operate at Layer 7 of the OSI model[Ped21]. Kubernetes network
policies[Kubi] operate on OSI Layer 3 and 4. Unlike Kubernetes network policies,
Linkerd’s authorization policies build upon the workload identities (i.e., certificates
issued to workloads) provided by the mTLS encryption feature. Linkerd’s network
authorization policies work by restricting access to individual services and namespaces
in the service mesh to all actors not defined in the authorization policy. The sidecar
proxy enforces the authorization policies, which means only meshed resources are se-
cured this way|Linn]. Authorization policies are defined as a default policy, enforced
at the cluster, namespace, or pod level through Kubernetes annotations or a set of
CRDs specifying fine-grained policies targeting specific ports and routes. The default
policy can allow or deny unauthenticated and authenticated (meaning mTLS secured)
requests on a global or cluster-wide scope. The fine-grained authorization policies of-
fer a tighter amount of control through the definition of CRDs, which is visualized in
Figure 16.
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Figure 16: Overview of Linkerd’s fine-grained authorization policies (own illustration)

The AuthorizationPolicy CRD represents the top-layer configuration block of Link-
erd’s fine-grained authorization policies. It references resource definition CRDs such
as Server or HTTPRoute. Defining a Server is done by selecting one or more pods and
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their respective ports and protocols to which the authorization policy should apply.
HTTPRoute CRDs can be attached to a Server in case the policy should only target a
subset of the Server CRDs HTTP traffic. This way, an authorization policy applies
to a specific URL path or targets specific headers, query parameters, or HT'TP request
methods. This approach allows flexibility in defining the scope of an authorization
policy that cannot be archived with Kubernetes Layer 3 and 4 network policies. Link-
erd offers two methods of authentication. The MeshTLSAuthentication automatically
excludes all traffic not belonging to the service mesh. A set of Identities that are per-
mitted access is specified. Wildcards can be applied to allow all identities of the service
mesh or limit access to specific namespaces. The NetworkAuthentication CRD brings
the Layer 3 and 4 features of Kubernetes network policies to Linkerd. Defining a set
of permitted subnets is done in the Classless Inter-Domain Routing (CIDR) notion.
The authorization policy ensures that only requests matching the allowed subnets will
make it to the pods. In the case of HAFAS, Linkerd’s authorization policies could aid
in improving system isolation in multi-tenant clusters. Figure 17 provides an example
of such a scenario.

A (_@_
/apiOne E— L AuthorizationPolicy: 1S
S A HTTPRoute: /apiOne
/apiTwo — ! c MeshTLSAuthentication:
* customer-one.identity...
Shared ([ » B | J
N A mer-On AuthorizationPolicy: 2S
@ \\ @ Customer-One HTTPRoute: /apiTwo
| Y’ MeshTLSAuthentication:
A —@n UrSIL *.customer-two.identity...
] T o AuthorizationPolicy: 1N
I3 |Nginx-Ingress (N) —— Server: Customer-One.B
> | T MeshTLSAuthentication:
Nginx-Controller B C_ . . n.nginx-controller.identity...
) \ ustomer-Two

Figure 17: Example of Linkerd’s authorization policies in practice (own illustration)

All namespaces have all their pods added to the Linkerd service mesh. Customer-One
and Clustomer-Two are the namespaces of the two customer environments. In both
customer namespaces, the enforcement of mTLS encryption is configured by deny-
ing all communication via a default policy and enabling the allowed connections via
fine-grained policies. Not all services are allowed to communicate with each other
within the cluster. Because service A of Customer-One contains sensitive data, only
service B is allowed to access it. The Nginx controller that handles ingress can only
connect to service B in both clusters. In this scenario, a shared service S with two
API endpoints on the same pod and port exists. Both customer clusters can only ac-
cess the endpoint with a matching HTTPRoute and MeshTLSAuthentication defined.
The two customer namespaces are fully isolated, and the enforced mTLS encryption
ensures authenticity, confidentiality, and integrity, while the authorization policies en-
sure authorization. Should an attacker, for example, take over Service C in cluster
Customer-One, they would be unable to connect to service A and B as no permit-
ting MeshTLSAuthentication policy exists. They would also be unable to contact any
service in the cluster of Customer-Two. For HAFAS, the authorization policy’s main
benefit is improving system isolation in multi-tenant environments. Secondly, sharing
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resources between customers or allowing two related transportation agencies access to
a sub-functionality of their respective systems are valid scenarios. Lastly, the autho-
rization policies provided by Linkerd [Morb] can aid organizations in implementing
zero-trust policies[Fre22]| for Kubernetes clusters.

4.3.4 S4: Improving Resilience with Circuit Breaking

Circuit breaking functionalities in a service mesh are critical components contributing
to a distributed system’s reliability and resilience[CJB23][Chapter 4]. These features
act as intelligent safeguards by monitoring the health and responsiveness of individual
services within a distributed system. When a service experiences performance issues or
failure, the circuit breaker can dynamically interrupt the flow of requests to that service,
preventing potential cascading failures across the entire application. This proactive
mechanism helps to isolate and contain issues, allowing affected services to recover and
maintain overall system stability in the face of varying conditions and disruptions. At
this point, some software components at Hacon already have their own circuit breaking
features baked in. The circuit breaking functionalities of a service mesh would thus
not introduce the concept to services at Hacon. Circuit breaking functionalities of
a service mesh offer more configurability. The engine has a simple integrated circuit
breaker that ignores a faulty xMode and responds to requests that involve the xMode
with an error instead of waiting for the timeout of the xMode for every request. The
abstract concept of a circuit breaker is described in Figure 18.
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Figure 18: Abstract functionality diagram of a circuit breaker'®

A circuit breaker is made up of an error threshold that contains the maximum of errors
that are acceptable in a given timeframe from a service. The circuit breaker opens
up if the error threshold exceeds its internal counter. At this point, every request
that hits the circuit breaker will be replied to with an error without contacting the
service behind it. After a given timeframe, the circuit breaker switches to a state of
half openness in which an erroneous response from the service behind it causes the
circuit breaker to reopen. In contrast, a successful response closes the circuit breaker
and resets the error threshold. Linkerd implements circuit breaking functionality over

18(Own illustration, based on [CJB23])
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the sidecar proxy|Line|. Currently, only HT'TP requests are supported, which excludes
its functionality from all HCI-based services as their protocol is raw TCP. The HTTP
status codes identify failures; at the moment, Linkerd classifies every 5XX code as an
error. It is impossible to define custom error codes, which is problematic when a service
responds with 401 Unauthorized if a misconfiguration with API access is encountered.
This edge case would not trigger the circuit breaker in a Linkerd service mesh. If
the error threshold of a service is exceeded, the circuit breaker is activated, and the
service is marked as unavailable. The load balancer ignores services that are marked
as unavailable. In the case that all services of a kind are unavailable, a 503 Service
Unavailable error is forwarded to callers. The only failure accrual policy available
for Linkerd works by counting consecutive failures. If an endpoint fails five times
consecutively and the error threshold is set to five, the circuit breaker will be activated.
This policy is inconvenient if a service fails in a zig-zagging pattern where enough calls
succeed and never reach the consecutive threshold, but still, enough failures occur
to slow down the system. The only way to encounter this would be to set a low
consecutive threshold, like one or two failures in succession. A policy that allows
tracking failures over a timeframe would be more suitable in that case; however, Linkerd
does not currently support it. Once the circuit breaker opens and an endpoint is deemed
unavailable, it enters a state of probation after a fixed backoff period. This probation
period works analog to the half-open circuit breaker described in Figure 18. After the
backoff period, a probe request is allowed to reach the service. If the probe request
succeeds, the service is marked available again. Failing the probe requests results in
a new backoff period, which raises exponentially on consecutive probe failures until it
hits a maximum ceiling.
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CIRCUIT BREAKER OPENED
Engine 0s.. UNAVAILABLE RETURN 500ERR 1s xMode
PROBE REQUEST: FAILED 500ERR

INCREASE BACKOFF TIME

0s.. UNAVAILABLE RETURN 500ERR ..2s A
PROBE REQUEST: SUCCESS 200 OK \ 4
CIRCUIT BREAKER CLOSED
Sidecar 200 OK, 200 OK, 2000K, 500ERR, 2000K »| Sidecar
alancer.linkerd.io/failure-accrual: "consecutive"

balancer.linkerd.io/failure-accrual-consecutive-max-failures: 2
balancer.linkerd.io/failure-accrual-consecutive-min-penalty: 1s
balancer.linkerd.io/failure-accrual-consecutive-max-penalty: 1m

Figure 19: Example of a circuit breaker involving engine and xMode (own illustration)

Figure 19 showcases the scenario of a Linkerd circuit breaker configured for the engine
with max-failures of 2 and a penalty between 1s and 1m. It communicates with the
xMode, and the circuit breaker opens up after two consecutive HT'TP 500 errors. It
takes two probation periods until the circuit breaker closes again. The consecutive
requests do not trigger the circuit breaker again. In principle, managing circuit break-
ers by a service mesh offers a valuable addition to HAFAS. Due to some components
already having implemented basic circuit breaking functionalities, it is not the main
reason for considering a service mesh for HAFAS, however. Suppose Hacon chooses
to roll out a service mesh; the developers of components with partial circuit breaking
functionalities should consult with hosting and operations if they are more comfortable
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maintaining their service-scoped implementation or are ready to outsource the respon-
sibility to the service mesh. Due to technicalities, only one xMode is deployed per
HAFAS environment; removing those technicalities paired with circuit breaking would
drastically improve HAFAS’s resilience. The missing support of raw TCP is considered
a negative due to the resulting feature incompatibility with HCI services.

4.3.5 S5: Testing Robustness with Fault Injection

Fault injection is a chaos engineering technique[Ros20]. Fault injection features[Link]
refers to the deliberate introduction of faults or failures into a distributed system to
assess its robustness and identify potential weaknesses. Service meshes provide tools
for controlled fault injection, allowing developers to simulate network errors, delays,
or service unavailability scenarios. By systematically testing how a system responds
to such disruptions, teams can better understand and improve their application’s reli-
ability and fault tolerance. Looking at HAFAS, there are currently no scenarios where
fault injection is helpful in an operative context. The expert interview has identified its
use in development and testing. Because these fault injection features are an upcom-
ing feature, they might see some benefit if Hacon decides to introduce service meshes
to their regular technology stack. Figure 20 describes fault injection in practice. In
the pictured scenario, the engine communicates with an xMode instance, possibly to
request routing options related to shared mobility services. Both engine and xMode
have been integrated into a service mesh and can only communicate over their respec-
tive sidecar proxies. The protocol is HTTP; this is an essential detail as Linkerd, for
example, does not appear to support raw TCP protocols. The lack of support for raw
TCP protocols means this feature is incompatible with HCI-based services. In Figure
20, the two faults introduced are an HTTP status code fault that results in 50 % of
the requests to the xMode being answered with the error code 500 and a 6s delay that
occurs in 10 % of the requests simulating an outage of the xMode that could cause
configured circuit breakers to fire.

Engine xMode

1 I

HTTP 500 in 50% of requests (
Sidecar }L Sidecar

|

6s delay in 10% of requests

Figure 20: Example of using fault injection features with HAFAS (own illustration)

Utilizing this feature of a service mesh allows for quick and easy testing and debug-
ging of HTTP service-to-service communication for developers and testers. If chaos
engineering practices are applied to HAFAS, the service mesh will allow it to han-
dle all configuration aspects efficiently. Linkerd’s fault injection capabilities support
timeouts, custom payloads, and error codes. The configuration is done by setting up
a customized nginx container that specifies the faulty HTTP endpoints. Using one
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of Linkerd’s CRDs, the configuration of weights and redirection to the faulty service
is done with a customized HTTPRoute-CRD|Linj]. Timeouts can be specified with a
specialized configuration parameter. This scenario is not explored further, as fault
injection is considered a bonus for testing and development if a service mesh is to be
permanently introduced to the HAFAS technology stack.

4.4 Defining the Foundation of the Case Study

With the five scenarios (S1..55) from Chapter 3.3 investigated in Chapter 4.3, this
chapter will now lay the groundwork for the practical case study as mentioned in re-
search method M6. Firstly, out of the five scenarios S1..55, a subset of prioritized
scenarios of interest for the case study is defined in Chapter scenofinterest. Implement-
ing all scenarios in the practical case study is deemed out of scope and not detrimental
to answering the research assignment. The scenarios considered to have the highest
priority by the expert interview from research method M& will be picked. This ap-
proach allows collecting initial data to analyze the impacts of introducing a service
mesh to HAFAS. Introducing all cases to the practical case study would also require
collecting this data between introducing each scenario to eliminate possible regres-
sions due to features not working well together as per the non-goals, NG1: Evaluating
every single feature offered by a service mesh, NG2: Introducing a Service Mesh to
HAFAS that is Ready for Productive Use and NG4: Providing an in-depth cost and
performance analysis for introducing a service mesh to an already existing distributed
system implementing all scenarios in the case study has been ruled out. Introducing
a subset of scenarios is deemed sufficient for a first impression of how HAFAS fares
by adding a service mesh. Once the scenarios of interest are established, the HAFAS
environment initiated for conducting the case study is described in Chapter 4.4.2. To
minimize technical complications and as per the non-goals NG2: Introducing a service
mesh to HAFAS production environments and NG3: Providing a detailed framework
for introducing a service mesh to an already existing distributed system, a smaller and
scaled-down HAFAS environment is used that does not include all the features discussed
in Chapter 3.2. The HAFAS environment of the case study can not be compared to
a productive environment. This is a conscious decision backed by the idea that the
case study only serves as an early proof of concept for studying the initial feasibility.
Lastly, Chapter 4.4.3 discusses how the resulting data of the case study is collected
and analyzed.

4.4.1 Selecting Scenarios of Interest

Of the five scenarios §1..55 identified and investigated in Chapter 4.3, S1: Data in
Transit Encryption with mTLS strikes out as the scenario to prioritize in the case
study. As of the expert interview, it has been established that introducing a service
mesh to HAFAS is primarily motivated by the requirement for mTLS encryption in
service-to-service communication. For this reason, S1 has been selected as the scenario
that is focused on in the case study. Scenario S2: Certificate Management for Data
and Control Plane is closely related to S1, yet primarily focuses on the administrative
aspects of the service mesh that deals with pre-conditions that are required to provide
mTLS encryption for service-to-service communication. Because of this, the certificate
management functionalities of Linkerd will also be included in the case study. Scenario
S8 is more of a theoretical scenario of use at this point and is thus not investigated in the
case study. Some HAFAS components already provide circuit breaking functionalities;
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for this reason, the case study will also not include S4. If service meshes are to be
seriously considered by Hacon, it might be interesting if the circuit breaking features
of a service mesh offer advantages over the existing solution. Lastly, Scenario S5 has
been identified as primarily related to software testing and development. Because of
the missing operational focus, it is also not seen as a priority for the case study. It
will likely be investigated further if Hacon advances its rollout of service meshes for
HAFAS in the future.

4.4.2 Defining the HAFAS Environment

As mentioned in Chapter 4.4 the HAFAS environment in the case study will not feature
all software components described in Chapter 3.2. It represents a HAFAS environment
that provides basic trip searching and API capabilities. Any real-time, external mobil-
ity provider importing and pedestrian routing capabilities are absent from this basic
HAFAS environment. This is motivated by the fact that trip-searching capabilities are
the most important aspect of any HAFAS environment, and introducing a service mesh
to a complex HAFAS environment is out of the scope of this thesis. Figure 21 shows
the proposed basic HAFAS environment that will be set up for the case study.

Supplies Plan and Tariff Data

7]
o
E Enduser Transportation Agency
Web Application -
-
-
HTTPS 0
HTTPS @
4 L4
HAMM Trip Planning API ’ API Server | >
HCI
\ 4
N L HCI
. used by trip calculations‘v B
Eleine > Plan Data
Engine Cluster HAFAS Data
A B
Cockpit
. used by trip calculations‘v
Engine > Plan Data X
— Tt Data 3
_|
o
TUpdates Plan and Tariff Data
HCI/ HTTP

Figure 21: Architectural overview of the case studies HAFAS environment (own Illus-
tration)

The basic HAFAS environment for the case study consists of the following software
components:

o The web application provides a front-end that connects to a HAMM that
routes the requests to the backend. End-users can use the web application to
perform trip calculations.
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e An API Server provides external API access to the trip-searching capabilities
of the engine, which simulates a common scenario where transportation agencies
rely on the API Server to integrate HAFAS functionalities into their services.
The API Server also provides an excellent way to perform load tests on the
whole system, which will be specified further in Chapter 4.4.3.

o A group of two engines provides the backend capabilities required to perform
trip calculations.

o To supply the engines with plan and tariff data, a HAFAS Data Cockpit
handles data distribution to the engines.

This basic HAFAS environment allows trip searches targeting the railway network. It
does not include buses, airplanes, ferries, trams, metros, electric scooters, taxis, or
ride-hail services. The routing is station-to-station, meaning that trips must start and
end at a railway station included in the plan data set. In this HAFAS environment,
combining different means of transportation is impossible, and access to searchable
routes is limited to the railway stations from the data set. Configuring an HAFAS
environment from the ground up is a complex task outside this thesis’s scope. For this
reason, the engine configurations and plan data are taken from a small transportation
agency in central Germany. Basic API capabilities are provided through the API
Manager, which is configured in a standardized manner. The HDC is configured so
that plan data has to be uploaded and registered through the user interface instead
of being supplied via network storage options and then distributed to engine instances
that report missing plan data. The plan data that is used covers the range from
2022-12-22 till 2023-10-14 and is considered expired, which is no problem for testing
purposes, as trip planning requests can also target past dates.

4.4.3 Collection and Analysis of Data

The collection and analysis of data are necessary to fulfill the research assignment and
answer research question )4: How do the complexity and overhead of a service mesh
impact performance and allocation of resources? In the expert interview of research
method M3, it has been established that an additional resource overhead of ten percent
would be deemed unacceptable for Hacon. In order to generate data, a scenario must
be created in which load is generated on the HAFAS environment of the case study for
which the API Manager will be used.

API Server Features
Arrival board GeoFeature by Coordinate Departure board
Data info GeoFeature in a Bounding Box Interval search
GIS Route by Context | Location search by coordinate Reconstruction
Journey Detail Location search by name Trip search
Location Details Location search in a bounding box

Table 15: List of features provided by an API Server with a standard configuration

The offered features of the API Server will be used to generate this load. Table 15
lists the standard features of the API server. Of these fourteen API methods, two are
particularly interesting for load testing. These are Trip search and Location search by
name. Trip search uses the route search options of the engine; for complex routes, a
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lengthy search process is started, which can sometimes take up to one second. The
engine uses many CPU resources to calculate the route. If clients request several route
calculations in parallel, the load increases even more. Therefore, this resource-intensive
API method is only used when searching for connections. Location search by name is
an API method that allows you to search for locations in the plan data. Such locations
are, for example, train stations to which the user should travel. The web application
uses this method to update user information. Therefore, it is a non-resource-intensive
method processed within a few milliseconds and used frequently by a user when utilizing
HAFAS. The procedure for data collection is, therefore, as follows. The necessary data
relates to the latency of requests within HAFAS. Once the service mesh is introduced
to the case studies HAFAS environment, the latency data for the two API methods
is collected once with and without the service mesh. The two API methods will be
examined separately. A simple connection and a longer and more complex connection
are also selected for Trip search. The load of the requests is increased within the test
to observe how an increase in load affects resource consumption and latencies. Trip
search simulates resource-intensive use of services. In contrast, Location search by name
ensures a lot of network traffic, and paying attention to the latency time is particularly
important. As the HAFAS environment for the case study will be deployed to one of
Hacon’s EKS clusters for development purposes, a degree of isolation is required to
prevent falsification of results. For this reason, all involved pods will be allocated to a
particular set of nodes dedicated to the case studies HAFAS environment. Finally, the
resources allocated by the service mesh to provide the data plane and the footprint of
the sidecar proxies are also evaluated. The data is to be collected in Chapter 5.3 and
then analyzed using the statistics software R'” in Chapter 6.

4.5 Conclusion

To summarize this chapter: In chapter 4.1, five functional requirements have been
defined that map the scenarios S1..55 from chapter 3.3 to a feature of a service mesh.
In addition, eight non-functional requirements were established, which place additional
demands on a service mesh that must be fulfilled in the context of HAFAS and the case
study. In chapter 4.2, a selection process was conducted to find a suitable project for the
case study from the 21 projects listed in the CNCF Cloud Native Landscape. Once the
list of 21 candidates had been narrowed down to four candidates: Linkerd, Istio, AWS
App Mesh, and Consul, Linkerd and Istio were compared regarding non-functional
requirements. AWS App Mesh and Consul were removed from the pool of candidates
due to not meeting all functional requirements. Linkerd was able to stand out from Istio
as a suitable candidate primarily because it displays a higher level of technical maturity.
In chapter 4.3, the five scenarios were examined from a Linkerd-centered perspective.
For the case study, it emerged in chapter 4.4 that scenario S1 is considered a scenario
of interest. As scenario S2 is very close to S1, Scenario S2 is also included in the
scenarios of interest for the case study. The scenarios S3..55 would go beyond the
scope of the case study and are therefore not considered further. In chapter 4.4.2, a
HAFAS configuration focusing on the basic features of route calculation emerged as
the optimal HAFAS environment for the case study. With the plan for collecting and
evaluating data described in chapter 4.4.3, nothing in terms of planning stands in the
way of the practical part of this thesis in chapter 5.

Yhttps://www.r-project.org/
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5 Solution

With the conceptional work completed in Chapter 4, this Chapter focuses on conduct-
ing the case study and load tests to generate data aiding in carrying out the research
assignment and answering the research questions Q1..Q5. Chapter 5 describes setting
up the HAFAS environment discussed in Chapter 4.4.2. Chapter 5.2 then focuses on
introducing Linkerd to said HAFAS environment. Chapter 5.2.1 describes setting up
the control plane and data plane. The Chapter also looks into the observability fea-
tures that Linkerd introduces, such as the dashboard or Prometheus®. Chapter 5.2.2
contains validating the mTLS data in transit encryption for service-to-service commu-
nication of Scenario S1 described in Chapter 4.3.1. Chapter 5.2.3 deals with setting up
the automated certificate management features of Scenario S2 described in Chapter
4.3.2. Finally, Chapter 5.3 focuses on load testing utilizing the API server’s location
search and trip search capabilities.

5.1 Setting up the HAFAS Environment for the Case Study

api-server hafasengine hamm hdc
CONFIG FILES CONFIG FILES CONFIG FILES CONFIG FILES
kind: Deployment kind: StatefulSet
kind: Deployment kind: Deployment replicas: 1 _repllca.sl;(‘li .
replicas: 1 replicas: 2 image: hamm-hci:xxx ||;nag.e.t tﬁ;slervel.'.é(xt
image: api-server:xxxx image: server-standard:xxx | | |ports: err18|§ i Vel CELE]
ports: ports: - 8080:http p?sgéo-a !
- 8080:http -7010:hci - 8080:hci 8081: p.
- 7011:hci1 - ‘gul
- 7500:hdc - 8082:rest
api-server: - 7015:http hamm: hdc:
8080 = http 8080 = http 8080 = api
8081 = hci = qui
4 hafasengine: h “ 8062 = gui
7010 = hci . 8081 =rest )
HTTP: =he
: 7011 = heit HTTP:
api-server = 7500 = hdc HTTP: o
http:/apiserver/ 7015 = hitp hamm = hci:/gate/ B = gt gl
g J hdc = api:/hdc/
kind: StatefulSet ports: postgres Workload [ Service ]
replicas: 1 - 5432:tcp-postgresql
image: postgresql:15.2.0 postgres: Config Ingress
Persistent Volume: data 5432 = tcp-postgresql Map

Figure 22: Kubernetes configuration for the HAFAS environment (own illustration)

Configuring a HAFAS environment from scratch exposes one to complex component
configurations resulting from HAFAS being an off-the-shelf distributed software sys-
tem. The system configuration of an existing on-premise hosted HAFAS environment
of a small transportation agency operating in central Germany is consulted to provide
a reference point. Figure 23 illustrates the Kubernetes configuration effort required
for setting up the HAFAS environment for the case study. Configuring five different
Kubernetes workloads is necessary to match the functionality of Chapter 4.4.2. One of

'https://prometheus.io/
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Hacon’s Kubernetes test clusters hosted with Amazon EKS provides the runtime envi-
ronment for the system. The API server, engine, and HAMM are stateless components
without additional persistent volumes required and configured as Deployment. The
HDC depends on a Postgres? database for organizing its internal state. Both HDC and
Postgres are deployed as StatefulSet, with a persistent volume attached. Only the
engine replicates two instances; auto-scaling features are not configured for this HAFAS
environment as they are out of scope. All components require the configuration of Ku-
bernetes Services to expose their respective ports. Only the API server, engine, and
HAMM will be web-facing. The Kubernetes cluster that the system is deployed to
already has an Nginz Ingress Controller® configured for handling ingress. In-depth
configuration of the HAFAS environment is considered out of scope for this thesis; the
Kubernetes configuration files matching Figure 23 are found in the Appendix under
Kubernetes YAML Configuration Files*. ConfigMaps[Kubb] are configured with the
individual components’ configuration files in place. All components are deployed by
using Hacon-internal Helm charts®. As those are considered company secrets, neither
the Helm charts nor the associated docker images are accessible to the public. A web
application is not deployed to the Kubernetes cluster. Hacon provides internal tooling
to configure off-the-shelf web applications that are hosted on-premise. Because none
of the load-bearing tests involve the front end, skipping the configuration overhead of
dealing with the web application is preferable. Configuring the web application is done
by applying default settings and specifying the web-facing endpoint of the HAMM.

. Hacon On-
ns: mher-masterthes's/ Premise
8080: http api—» hdc
hafasengine 7500: data download—»
. StatefulSet
B 7015: health check —>
i o
7010, - hei Api . NS
‘7010, 7011: hci api —5432:db access— N> 4
7011: hci api
l / /gate/
Y -
Bostaras |/apiserver/|
hamm api-server - .
StatefulSet /hdc/gui/
Deployment Deployment /hdc/
8080, 8082
T 8081 8080

Figure 23: Overview of HAFAS environment deployed to Kubernetes (own illustration)

Figure 23 provides an overview of workloads, service-to-service communication routes,
and web-facing endpoints of the HAFAS environment once deployed to the EKS clus-

’https://www.postgresql.org/

3https://www.nginx.com/products/nginx-ingress-controller/

4Section in the Appendix contains details regarding the configuration files, the actual YAML files
are part of the Electronic Appendix

Shttps://helm.sh/
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ter. To isolate the system from other Kubernetes resources, the namespace mher-
masterthesis is defined. The engine is configured to utilize two threads for processing
HCI requests. Each thread claims one port accepting HCI connections. As the system
is hosted in the cluster for the time of the thesis, cost considerations have to be made.
Assigning more threads to the engine increases resource consumption, which is not
required in the scope of this case study. HAMM and API Server are configured to con-
nect to the engine’s exposed HCI ports to forward their requests. Once deployed, the
HDC needs further manual configuration effort to automatically distribute the plan
data to HAFAS instances. The plan data is taken from the system that serves as
the reference point, as engine configuration must match the plan data format. After
deploying the Kubernetes configuration files from the Appendix and configuring the
HDC to distribute the plan data to engine instances automatically, Figure 24 shows
the resulting pods in the namespace. Linkerd still needs to be installed; no sidecar
proxies are running, resulting in the count of one container per pod.

Context: arn:aws:eks:eu-central-1: :cluster/eks

Cluster: arn:aws:eks:eu-central-1: :cluster/eks

User: arn:aws:eks:eu-central-1: :cluster/eks

K9s Rev: v0.27.4 4v0.28.2

K8s Rev: v1.25.15-eks-Ufu795d | N/____//____ >
CPU: \/

MEM:

Pods( 6]

READY RESTARTS STATUS CPU MEM %CPU/R %CPU/L %MEM/R %MEM/L
lapi-server-7cb5c9f6c8—grwij / 0 Running 3 0
hafasengine-5dc769db6b-qxidfd Running

hafasengine-5dc769db6b-rc6xd Running

hamm-64c798fbc8-8rnld Running

hdc-0 Running

postgres—-postgresql-@ Running

Figure 24: HAFAS environment up and running in the cluster

The web application is tasked with searching for a connection from Hildesheim Hbf to
Kassel Bahnhof Willhelmshdéhe in Figure 25 to verify the correct behavior of HAFAS.
The engine responds with a set of possible trip options, and one possibility is rendered
on the map, confirming that the HDC distributes the plan data correctly and the
HAMM relays the incoming trip search requests from the front end to the engine
instances in the backend successfully.
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Figure 25: A trip search with the web application confirms the correct configuration of
HAFAS
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Lastly, to verify the API server’s correct configuration, its health check endpoint acces-
sible under /apiserver/systeminfo is queried. The resulting JSON reply depicted in
Figure 26 confirms all to be in working order. The API server can communicate with
the engines and is ready to serve user requests.

revision:

Figure 26: Results of querying the API server’s health check endpoint

The following Location Search by name request is dispatched to verify correct behavior
and configuration of API key:

GET <HOST>/apiserver/location.name?input=Hildesheim},20Hbf&accessId=<key>

Listing 2 depicts excepts of the resulting XML from the request and confirms that the
API server is in working order. Searching for Hildesheim Hbf returns the correct train
station and associated information. The HAFAS environment for the case study is in
working order and ready for the addition of Linkerd as a service mesh.

<LocationList serverVersion="XXX" dialectVersion="XXX"
requestId="5p6a7j6mdicy82wx">
<TechnicalMessages> ... </TechnicalMessages>
<StopLocation id="A=10@0=Hildesheim Hbf@X=99534950QY
=521606270U=800L=80001690@B=10p=1678992734Q@" extId="
8000169" name="Hildesheim Hbf" lon="9.953495" lat="
52.160618" weight="7931" products="79">
<LocationNotes>
<LocationNote key="AR" type="A" txtN=""/>
</LocationNotes>
<productAtStop name="RB77" lineId="RSNM__ RB77" cls

=ngn>
<icon res="prod_gen"/>
</productAtStop>

</StopLocation>

Listing 2: API server correctly responds to Location Search by name request
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5.2 Introducing Linkerd to HAFAS

With a working HAFAS environment running in the Kubernetes cluster, it is time to
introduce Linkerd. The first step involves installing Linkerd to the cluster and then
adding all workloads of the namespace mher-masterthesis to Linkerd and validating
that the service mesh is set up correctly and its dashboard and monitoring features are
operating. Afterward, a look into mTLS encryption between the services is done to
validate that the service-to-service communication is indeed encrypted. Lastly, the au-
tomated certificate management described in Scenario S2 is configured and validated.
This results in the HAFAS environment for the case study having successfully imple-
mented the Scenarios S7 and §2 and paves the way for conducting the load tests in
Chapter 5.3.

5.2.1 Setting up the Control Plane and Data Plane

Installing Linkerd is conducted via the Linkerd CLI[Linf]. At present, the current Link-
erd version is 2.14. Before performing the installment, a pre-check is required. The
pre-check is performed with the command linkerd check -pre and ensures that the
target Kubernetes cluster is configured correctly and satisfies specific version require-
ments. Lastly, the pre-check ensures that no previous version of Linkerd exists and no
CRDs with the same identifier exist on the cluster. With the pre-check completed, the
following commands install Linkerd on the target cluster:

linkerd install -crds | kubectl apply -f - generates Kubernetes configuration
files of the CRDs necessary to operate Linkerd. The command output is directly piped
into kubectl and then deployed to the cluster.

linkerd install | kubectl apply -f - generates Kubernetes configuration files
required for setting up the Linkerd control plane. It includes defining the linkerd
namespace and the workloads of Linkerd’s control services like the identity service or
proxy injector service. The command output is directly piped into kubectl and then
deployed to the cluster.

At this stage, Linkerd is installed in the cluster, and the pods of the control plane
have initialized successfully in the namespace of linkerd as Figure 27 demonstrates.
Linkerd has also injected its sidecar proxies to the workloads of the control plane,
indicated by the 2/2 READY metric of the screenshot.

Pods( J[3]
NAMET PF READY RESTARTS STATUS CPU MEM %CPU/R %CPU/L %MEM/R /L
linkerd-destination—568d8fU6+U—85Uxz e u/uy ® Running 4 73 n/a n/a n/a /a3

linkerd-identity-9755797c8-6kbps e 2/2 ® Running 1 24 n/a n/a nfa /a
linkerd-proxy-injector-6f465966b5-gqxtt e 2/2 ® Running 2 31 n/a n/a nfa /a

Figure 27: Linkerd control plane up and running

To gain access to the dashboard and service mesh observability metrics, the Linkerd
viz[Ling] extension is installed with the command linkerd viz install | kubectl
apply -f in the namespace linkerd-viz. In order to access the Prometheus met-
rics collected by the viz-extension, the visualization tool Grafana® is deployed to the

Shttps://grafana.com/
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linkerd-viz namespace and configured to import metrics from Prometheus. Addition-
ally, the dashboard is exposed to the web and password secured via an Nginx ingress
rule to prevent tunneling into the cluster for access”. Figure 28 shows the resulting
pods of the linkerd-viz namespace and indicates that all workloads have been added
to the data plane of the service mesh in the installation process.

Pods( L6l
NAMET PF READY RESTARTS STATUS CPU MEM %CPU/R %CPU/L %MEM/R %MEM/L IP

grafana-66786ddd6f-7x68g e 2/2 ©® Running 12 110 n/a n/a n/a n/a 172.2

metrics—api-58U468bdb9+—fzfft 2/2 © Running n/a n/a n/a n/a 172.2
prometheus-67f9fdddd8-uhk5s 2/2 © Running n/a n/a n/a nfa 172.2

tap-injector-654d69f598-xcv5j
web-6cced9cecde-rtnzk

2/2 © Running n/a n/a n/a n/a 172.2
2/2 © Running n/a n/a n/a n/a 172.2

°
°

tap-6cc974455-Tudc2 e 2/2 © Running n/a n/a n/a n/a 172.2
°
°

Figure 28: Linkerd’s viz-extension and Grafana are up and running

With Linkerd and its visualization extension installed, it is time to introduce Linkerd
to HAFAS by adding the individual services of the namespace mher-masterthesis to the
data plane. The automated sidecar proxy injection is enabled by either manually anno-
tating the individual workload definitions or target namespace with 1inkerd.io/inject:
enabled or using Linkerd’s CLI inject command on Kubernetes resource definitions.
In this case, the Deployment and StatefulSet workloads in the namespace are au-
tomatically marked for automatic sidecar proxy injection by using the following com-
mands on the mher-masterthesis namespace:

kubectl get deploy -o yaml | linkerd inject - | kubectl apply -f -
kubectl get statefulset -o yaml | linkerd inject - | kubectl apply -f -

The commands query the Kubernetes workload definitions as a YAML and then per-
form the text manipulation functionality of the Linkerd CLI inject command that
adds the required annotation. The result is consecutively deployed to Kubernetes,
and the proxy injector service of Linkerd’s control plane immediately attaches sidecar
proxies to the pods as indicated by the 2/2 READY status in Figure 29.

Pods( )[6]
NAMET PF READY RESTARTS STATUS CPU MEM %CPU/R %CPU/L %MEM/R %MEM/L IP
2/2 ® Running 4 56U 0 n/a 110 n/a 172.
2/2 Running 2 2147

api-server-5d7U47Ucfecc—jtitv
hafasengine—-6b+bd8f8cl-g8h8j
hafasengine—-6bfbd8f8cl-rklkg
hamm-55ddd985df-cjrhr

hdc-@

postgres—postgresql-0

°
° 0 n/a 419 n/a 172.
e 2/2 Running 3 2167 0 n/a n/a 172.
e 2/2 Running 2 31e 0 n/a n/a 172.
e 2/2 Running 4 452 0 n/a n/a 172.
e 2/2 Running 6 31 6 n/a n/a 172.

Figure 29: HAFAS environment mher-masterthesis added to Linkerd’s data plane

Figure 30 shows the attachment process in detail. The container linkerd-init ini-
tializes the iptables configuration before the sidecar proxy starts up[Dav21].

Containers(
PF IMAGE READY STATE
hafas—api-server: true Running

linkerd-proxy ® cr.15d.io/linkerd/proxy:stable-2.14.4 true Running

Figure 30: Linkerd’s sidecar proxy is attached to a pod

"The details on this are found in the Appendix under the section Setting up Grafana and Ezposing
the Linkerd Dashboard
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The sidecar proxy then intercepts and filters all incoming requests to the pod and
outgoing application container requests and establishes a connection via the loopback
interface. Linkerd automatically enables mTLS encryption for all meshed resources.
Because HCI and Postgres use raw TCP protocols that prevent protocol detection
by Linkerd’s sidecar proxy, the configuration of opaque ports is necessary. Running
linkerd check -proxy outputs the warning seen in Listing 3 and confirms the verdict.

!l opaque ports are properly annotated
* service hafasengine targets the opaque port hci through
7010; add 7010 to its config.linkerd.io/opaque-ports
annotation
* service postgres-postgresql targets the opaque port tcp-
postgresql through 5432; add 5432 to its config.linkerd.
io/opaque-ports annotation
see https://linkerd.io/2.14/checks/#linkerd-opaque-ports-
definition for hints

Listing 3: Linkerd’s CLI has detected a missing configuration of opaque ports

The HAMM cannot communicate with the engine without configuring the correct
opaque ports with mTLS enabled. The proxy fails at protocol detection and never
establishes a connection. Annotating the offending workloads and services with:

Engine: config.linkerd.io/opaque-ports: 7010,7011
Postgres: config.linkerd.io/opaque-ports: 5432

solves this issue and leads to a successful response when running linkerd check
-proxy ®. At this stage, Linkerd is successfully introduced to the HAFAS environ-
ment of the case study, and all of its components have been meshed and are part of the
data plane. With the opaque ports configured, the system works exactly as in Chapter
5.1. The workloads of the clusters Nginxz Ingress Controller have also been meshed
to ensure data in transit encryption for terminated TLS connections[Linh]. Figure
31 showcases an excerpt of Linkerd’s dashboard providing HTTP request metrics for
meshed pods.

Pods =

Success P50 P95 P99

Pod Meshed Rate RPS Latency Latency Latency
api-server-

1/1 100.00% @ 0.33 1 1 1
5d7474cfoc-jtaty / me me me
hafasengine- 171 100.00% ® 0.4 1ms 1ms 1ms
6bfbd8f8c4-g8hs; R '
hafasengine-

/1 100.00% @ 0.4 1ms 1ms Tms

6bfbd8f8c4-rklkg

Figure 31: Excerpt from Linkerd’s dashboard providing HTTP request metrics

8The total output of the command is found in Listing 7 under Linkerd Proxzy Verification OQutput in
the Appendix
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5.2.2 Validating Service-to-Service mTLS Encryption

With Linkerd introduced to the HAFAS environment of the case study and the in-
terplay of all components working correctly, a closer look at the mTLS encryption
between the meshed services is taken. For this instance, the Location Search by Name
functionality of the API server acts as a practical example for mTLS encryption of
otherwise unencrypted traffic. To validate that mTLS encryption takes place, the de-
bug sidecar[Linp| feature of Linkerd is helpful. There is no way of starting a shell
inside the sidecar proxy container to keep it lightweight. The debug sidecar attaches
between the sidecar and application container, thus allowing network package inter-
ception. In this case, network packages transmitted during the Location Search by
Name request® to the API server are recorded with tshark'® on the debug sidecar of
one of the engines and then analyzed with Wireshark''. Figure 32 provides an excerpt
of the recorded network packages'? and captures the API server and engine exchange
related to a Location Search by Name request. The exchange is between the API
server (172.28.51.167) and the engine (172.28.49.84) and captures the whole TCP
connection[Dor20] starting with the API server initiating with SYN and ending with
FIN, ACK from the engine. The exchanged data is marked pink and categorized as
TLSv1.3 Application Data; inspecting the data frame of such a package confirms that
the exchanged data is encrypted, prooving that the service mesh fulfills the require-
ments of Scenario S1.

62 - 1 N —— lo

63§ 172.28.49.84 172.28.51.167 TCP 4143 -+ 44194 [ACK] Seq=1 Ack
64 §172.28.49.84 172.28.51.167 TLSv1l.3 Server Hello, Change Cipher
65§ 172.28.51.167 172.28.49.84 TCP 44194 - 4143 [ACK] Seq=311 A
66§ 172.28.51.167 172.28.49.84 TLSv1l.3 Change Cipher Spec, Applicat

67 2 TLSv1.3 Application Datal
68 | IRy R [ B 28 .51. 167 TCP 4143 > 44194 [ACK] Seq=1538
69 Data Exchange 4 TLSv1.3 Application Data]
70 TLSv1.3 Application Data) Applicatic

78
79
84

TLSv1.3 Application Data]

Opaque Type: Application Data (23)
Version: TLS 1.2 (©x0303)

Length: 575

Encrypted Application Data: 1llce5c5a6dea35d9el19ed8a51b860997028d€

927 172.28.51.167 172.28.49.84 TCP 44194 -» 4143 [ACK] Seq=2219

Figure 32: An in-depth look at mTLS encrypted traffic between services of the HAFAS
environment

9The same request as in Listing 2, Chapter 5.1 is used for this occasion

Ohttps://www.wireshark.org/docs/man-pages/tshark.html

Uhttps://www.wireshark.org/

12The raw data of the capture that Figure 32 is based on is found in the Electronic Appendiz under
the file mTLS-api-server-engine.pcap


https://www.wireshark.org/docs/man-pages/tshark.html
https://www.wireshark.org/
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Another way of validating Linkerd’s mTLS encryption between services is looking at the
metrics collected by its monitoring stack. Linkerd provides detailed metrics for HT'TP
connections but only records rudimentary metrics for raw TCP protocols such as HCI.
Looking at Linkerd’s recorded metrics via Grafana and Prometheus, the following mon-
itoring metrics exist for raw TCP protocols: tep_ close total, tcp open_connections,
tep _open__total, tep_read bytes total and tep  write _bytes total. Once enough traf-
fic has hit the system; the following metrics have been recorded®? for tcp_close _total.
For the API server, all communication concerning the two engine workloads and the
two available ports assigned to each thread has always been TLS encrypted. As per
Linkerd’s sidecar proxy’s iptables rules[Dav21], traffic hitting the loopback interface
has not been TLS encrypted.

tcp__close__total

ns = mher-masterthesis, pod = api-server-7foff778cf-jd5gm, direction = outbound
Target | IP Port | TLS | No TLS Reason | TCP Close Total
Engine | 172.28.49.84 | 7010 | Yes - 116

Engine | 172.28.49.84 | 7011 | Yes - 90

Engine | 172.28.51.111 | 7010 | Yes - 253

Engine | 172.28.51.111 | 7011 | Yes - 266

Sidecar | 10.100.60.160 | 7010 | No loobback 383

Sidecar | 10.100.60.160 | 7011 | No loopback 383

Table 16: Sample tcp_close_total Prometheus metrics for the API server logging
Linkerd TLS connections heading outbound

It has been validated that Linkerd’s mTLS capabilities correctly secure the service-to-
service communication for meshed services in the mher-masterthesis namespace and
thus fulfill the functional requirements of FR1.

5.2.3 Configuring Automated Certificate Management

With the requirements of Scenario S1 implemented, it is time to look at Scenario S2.
Certificate management and issuance of end-entity certificates for the data plane are the
essential building blocks of Linkerd’s mTLS encryption. By default, the trust anchor
used to derive the intermediate certificate for the CA is only valid for one year. The
intermediate certificate is also only valid for one year and is not rotated automatically.
End-entity certificates used by the sidecar proxies are renewed every 24 hours. Once the
intermediate certificate expires, it is impossible to generate fresh end-entity certificates,
which causes outages for all services in the mesh, as secure mTLS communication is not
guaranteed anymore. Using Linkerd in productive environments is recommended to set
up an automated way of handling certification renewal to prevent the just mentioned
scenario. Short-lived end-entity certificates in the order of hours are recommended
to limit attacks on services, as the timeframe for an impersonation attack to occur
is shortened significantly with the timely expiration of a stolen certificate. Having to
re-steal that certificate increases the difficulty for an attacker[CB20b][p. 13]. Shorter
certificate validation periods also improve security when applied to the intermediate
certificate of Linkerd’s CA[TSHJ12]. The feature is helpful as certification revocation
for compromised intermediate certificates is handled with a short expiration date in

BThe raw data used for populating this table is available in the FElectronic Appendiz as
tls_close_total_grafana_dataframe_export. json
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case of a breach. As the trust root certificate is manually rotated, an extended validity
period is preferable to minimize outages caused by expiration; in the case of a trust
root certificate leakage, the organization can quickly deploy a new trust root, and the
short-lived intermediate certificates derived from the old trust root will expire within
a few hours. Implementing the certificate management architecture from Figure 15 of
Chapter 4.3.2 is possible with the following steps[Lind] in Linkerd!*:

« Deploy cert-manager'® to the Kubernetes cluster.

o Generate a long-lasting (10 years) trust root for Linkerd and store it as a Kuber-
netes secret.

o Configure cert-manager via its CRDs to reference the trust anchor when issuing
intermediate certificates for the CA.

o Configure cert-manager to issue an intermediate certificate with the duration of
6 hours and automated renewal after 5 hours stored in the linkerd-namespace
secret linkerd-identity-issuer.

o Install Linkerd over the Linkerd CLI with the flag ~identity-external-issuer
set.

« Configure a shorter than 24 hours validity (3 hours) period for end-entity certifi-
cates with the flag -identity-issuance-lifetime 3hOmOs

Long Living Trust Anchor (10y) ‘ Short Living Intermediate Certificate (6h)
Property Value Property Value
Issuer CN = root.linkerd.cluster.local| | Issuer CN = root.linkerd.cluster.local
Subject CN = root.linkerd.cluster.local| | Subject CN = identity.linkerd.cluster.local
Valid From 23 Nov 2023, 11:12 p.m. Valid From 25 Nov 2023, 5:03 a.m.
Valid To 20 Nov 2033, 11:12 p.m. Valid To 25 Nov 2023, 11:03 a.m.
Serial Number FE:B4:71:37:ED:3F:7F:7B:B4| | Serial Number FB:30:A4:AA:9C:21:8C:2A:9B:0
CA Cert Yes CA Cert Yes
Key Size 256 bits Key Size 256 bits
Fingerprint (SHA-1) 03:EB:D2:0D:83:C6:E5:A8:04 | Fingerprint (SHA-1) 6A:4C:F3:53:D1:DA:3F:7F:3A:7
Fingerprint (MD5) 05:7A:AB:61:EC:37:42:40:B(q | Fingerprint (MD5) 52:B9:37:11:9F:5B:EF:FB:65:AH

Figure 33: Automated certificate management resulting in long-lasting trust anchor
certificate and short-lasting intermediate certificate

With the steps mentioned above applied, Figure 33 shows the resulting long-lasting (10-
year) trust anchor and short-lasting (6 hours) automatically cert-manager renewed
intermediate certificate used by the CA of Linkerd to issue end-entity certificates to

4The cert-bot configuration CRDs are in the Electronic Appendiz. See Kubernetes YAML Configu-
ration Files for more in the Appendix.
5https://cert-manager.io/
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the sidecar proxies.

Using Linkerd CLI with the command linkerd identity -n
mher-masterthesis hdc-0 returns the end-entity certificate for the specified work-
load. Listing 4 (next page) displays the resulting end-entity certificate. As marked in
green and red, the certificate is valid for three hours before the sidecar automatically

requests a new end-entity certificate, as mentioned in Chapter 4.3.2.

Certificate:

Data:

Version:

Serial Number:

Signature Algorithm:
Issuer:

Validity
Not Before: Nov 25 04:19:29 2023 UTC
Not After : Nov 25 07:20:09 2023 UTC

Subject:

3 (0x2)

POD hdc-0 (1 of 1)

2 (0x2)

Subject Public Key Info:

Public Key Algorithm:
(256 bit)

:db

70:
c8:

al

Public-Key:
X:
2e:ab6:
42:03:
82:ed
Y:
ce:9d:
b8:6f
db:69
Curve: P-2

X509v3 extensions:
X509v3 Key Usage:

Digital Signature,
X509v3 Extended Key Usage:

Signature Algorithm:
44:02:
57:fb:
20:1b:
40:cd:

30:
31:
02:
76:

TLS Web Server Authentication,

keyid:A5:F3:B8:C0:06:0C:7E:C4:C8:2F:47:FC:51:D2:DD

56

:29:6D0
:21:Db7

ECDSA-SHA256
CN=identity.linkerd.cluster.local

7f:7a:54d:

ad:£f0:

criti

Authentication
X509v3 Authority Key Identifier:

:24:5B:CD:B4:50
X509v3 Subject Alternative Name:

DNS:default.mher-masterthesis.serviceaccount.
identity.linkerd.cluster.local

20:

a7
d1
c3

Ge:
:13:
:7b:
:57:

ecC

1f

Ta:
cO:

:48:

ff

dc:
red:

cf

:59:
:93:

cal

ECDSA

de:

56:
49:

a3:

07:
Oc:

:6f:e2:

al:31:

4f :60:
6c:ab:

ac:
58:

07:
de

Key Encipherment

ECDSA-SHA256
c2:94:
:92:1a:
e0:49:
e7:6b:

ee

73:
8d:
£f7:

60:
44 .
ds:
:45:

f1:

:a6:0b:
:14:49:
:4f :64:
13:45:

1d

88

ds:
1a:84:82:a8:

fc
e2

8f:

124

:9c
d2

:1f

:08:
:35:

el
b6

CN=default .mher-masterthesis.serviceaccount.
identity.linkerd.cluster.local

94
5b:

:fd:
:8b:

TLS Web Client

3d:
c8:

ad:
29:

:35:74d:
:3e:5f:

Listing 4: End-entity certificate issued to sidecar of the HDC workload

It has been validated that Linkerd certificate management allows for an automated
rotation of intermediate and end-entity certificates with very short-lasting certificate
validity durations, thus satisfying the functional requirements of FR2.
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5.3 Conducting Load Tests of Linkerd and HAFAS

Two load tests are conducted to collect metrics for assessment of the performance
impact of introducing Linkerd to HAFAS. The load tests are split into latency and
resource overhead load tests. The former assesses the latency introduced by Linkerd
to the system, while the latter attempts to gauge how the sidecar proxy performs
resource-wise. The latency load test defines two load test scenarios, fulfills the test
with and without Linkerd introduced to the system, and then compares the resulting
data. The resource overhead load tests utilize the Prometheus monitoring stack already
present with the Kubernetes cluster to extract container CPU and RAM usage data.
This section deals with planning and executing the tests; the data analysis takes place
in Chapter 6. Section Insights on the Fxecution of Load Tests in the Appendix also
provides additional information in the form of screenshots and explanations.

5.3.1 Carrying Out Latency Overhead Load Tests

Apache JMeter'® is selected as the tool of choice for latency load testing. The focus of
these tests is on intra-cluster service-to-service HT'TP and HCI communication with
the mTLS feature of Linkerd enabled. Three additional nodes of the type m6i.zlarge”
are added to the Kubernetes cluster for the testing period to ensure adequate isola-
tion of workloads. Pods are assigned to the nodes by utilizing Kubernetes affinity
features[Kubal; to restrain unwanted pods from being scheduled to the three nodes ad-
equate taints and tolerations[Kubo| are configured for the involved workloads. Apache
JMeter is deployed to the mher-masterthesis namespace via a customized docker
container!® and the load tests are executed by triggering a customized script by access-
ing the shell of the container!?. The retrieved data is then to be analyzed further in
Chapter 6. The tests are conducted by using the Location Search by Name and Trip
Search capabilities of the API server. To record enough data for a comparison, each test
consists of five one-minute testing phases. First, data is collected for a baseline scenario
depicting HAFAS hosted in the Kubernetes cluster without attaching Linkerd’s sidecar
proxies to its services. Secondly, HAFAS is added to Linkerd’s data plane. From then
on, HAFAS will be an active part of the service mesh, and all service-to-service traffic
will be transmitted over mTLS-encrypted channels. The primary data of interest is
the recorded latency time for each request to research the possible latency overhead
introduced by routing traffic over Linkerd’s sidecars. This load test is not designed
to explore the Request per Second (RPS) limits of HAFAS; the focus is solely on the
difference in latency times in the meshed and non-meshed scenarios. During the load
tests, the replication value of the engine is changed to five to support a higher RPS
output without risking the falsification of test results through performance bottlenecks.
Linkerd allows defining resource policies for the sidecar proxies; for this test, the fea-
ture is not utilized as Linkerd’s default configuration does not enable the feature, and
the resulting resource usage data is required to analyze a possible resource overhead.
The following two load tests have been identified as helpful in collecting data:

Shttps://jmeter.apache.org/

"Each node features four vCPUs and 16GB of RAM

8The docker container and load testing script is available in the Electronic Appendiz un-
der jmeter-docker. The Kubernetes deployment file is available in the folder jmeter of
kubernetes-config.

19 Apache JMeter executes test plans and exports the results as a Comma-separated value (CSV) file.
The script takes a link pointing to the test plan, downloads it, executes it with JMeter’s headless
mode, and lastly, uploads the result to the web for easy retrieval.
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o Load Test #1: Location Search by Name - 20 RPS over five minutes.
Lightweight API server requests involving low computing power from the en-
gine. A higher RPS rate is needed to observe Linkerd’s behavior with short-lived

requests.

o Load Test #2: Trip Search - 10 RPS over five minutes. Heavy API server
requests involve a sizable chunk of computing power from the engine. A higher
RPS rate would require more engine instances to avoid filling the queues, as
each engine is configured with only two threads, conducted to observe Linkerd’s
behavior with expensive HAFAS operations.

Table 17 contains the exact Apache JMeter configurations used in both latency load
tests. The test plans and raw CSV results are accessible in the folders loadtest-plans
and loadtest-results of the FElectronic Appendiz.

Load Test #1

Location Search by Name

JMeter Settings

1 Thread

1200 Repetitions

Limit to 1200 Requests per Minute
Results in 20 RPS

Runtime: 60s / Repeat: 5x

Results in 6000 Requests over 5 Minutes

HTTP Request

Protocol: HTTP

Server Name: api-server

Port: 8080

HTTP Request: GET

Path: /apiserver/location.name
Parameters:

- input = Hildesheim

- accessld = API KEY

Load Test #2
Trip Search

JMeter Settings

1 Thread

600 Repetitions

Limit to 600 Requests per Minute
Results in 10 RPS

Runtime: 60s / Repeat: 5x

Results in 3000 Requests over 5 Minutes

HTTP Request

Protocol: HTTP

Server Name: api-server
Port: 8080

HTTP Request: GET
Path: /apiserver/trip
Parameters:

- originExtId = 8000169
- destExtId = 2200007

- date = 2023-09-01

- accessld = API KEY

Table 17: Apache JMeter configuration used for the test plans
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5.3.2 Carrying Out Resource Consumption Overhead Load Tests

Resource consumption load tests are conducted by executing modified versions of the
latency load tests from the previous Chapter and exporting the recorded Prometheus
resource metrics afterward. To incorporate scenarios with a higher load on the engine
the Trip Search test plan from the previous Chapter has been modified?°. It targets
a route from Kiel Hbf to Munich Airport Terminal that spans through the entirety
of Germany and requires more resources to compute. An idle period with no load
is recorded to provide a baseline scenario for the following data analysis in Chapter
6.1.2. Three data recordings are made: an idle period, Location Search by Name from
the previous latency load test, and a modified version of the Trip Search request that
induces a higher load. After conducting the tests, Grafana exports the test data to the
CSV file format with the Prometheus queries shown in Listing 5.

CPU Metrics FOR EACH:
(__POD__ = [apiserver, engine], __CONTAINER__ = [api / engine /
linkerd-proxy]l)
node_namespace_pod_container:
container_cpu_usage_seconds_total:sum_irate{namespace="
mher -masterthesis", pod="__POD__", container="
__CONTAINER__"}
Results in:
[Timestamp] [CPU Utilization (1 = One Core)]
1701169460000,0.9195397489042423

Working Set Metrics FOR EACH:

(__POD__ = [apiserver, engine], __CONTAINER__ = [api / engine /
linkerd-proxy]l)
container_memory_working_set_bytes{{namespace="mher-

masterthesis", pod="__POD__", container="__CONTAINER__"}}
Results in:
[Timestamp] [Working Set Size in Byte]

1701170240000,998244352

Listing 5: Prometheus queries pseudocode to extract resource metrics for further data
analysis in Chapter 6.1.2

The resulting data points contain the memory footprint and CPU utilization for the
containers of the API server, the five engine instances, and all sidecar proxies attached
by Linkerd. A post-processing step that merges the resulting CSVs is implemented via
a Python?! to prepare the data for further analysis®?>. For the memory metrics, only
the working set[Kubl] of the container is considered. The memory set is defined as
the memory reported in use by the operating system of the container that cannot be
cleared. The CPU metric targets the core utilization of the assigned nodes’ resources.

20The test plan used in this Chapter is found in the Electronic Appendiz under
loadtest-plans/Test-plan-2_higher_load.jmx

2https://www.python.org/

22The script is located in the Electronic Appendiz under resource-test/process.py. The resulting
data is in the folder resource-test/csv/ and consists of two CSV files for each memory and CPU
utilization for the test scenarios. Through the script, the individual data points of all containers
have been combined to a metric including all HAFAS components and the sidecar proxy through
the arithmetic mean.


https://www.python.org/
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5.4 Conclusion

In conclusion, this Chapter demonstrates that HAFAS operates well in combination
with a service mesh. Configuring Linkerd has not caused any issues with the function-
ality of the base system that was selected for the case study. The Scenarios S7 and S2
have been implemented and validated successfully. HCI has not caused any issues with
Linkerd, and upon configuring opaque ports to bypass protocol detection, mTLS en-
cryption involving HCI works, as shown in Chapter 5.2.2. The certificate management
features of Linkerd work very well and allow for automated short certificate rotation
for both end-entity certificates of the sidecar proxies and the intermediate certificate
used by the CA. The security architecture of HAFAS improves by introducing the se-
curity properties of confidentiality, integrity, and authenticity to the service-to-service
communication. While out of the scope of this case study, the security property of
authorization is also implementable via Scenario S3. With a service mesh introduced
to HAFAS, the foundation for implementing a zero-trust security architecture has been
completed. The case study has proven that a basic HAFAS environment is compat-
ible with service mesh technology. With the load tests from Chapter 5.3 conducted,
Chapter 6 will now evaluate the collected data and successively answer the research
questions of the research assignment from Chapter 3.4.
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6 Evaluation

With Linkerd introduced to HAFAS successfully as part of the case study and the load
tests of Chapter 5.3 conducted, the evaluation part of this thesis deals with analyzing
the data collected in Chapter 6.1.1. Firstly, Chapter 6.1.1 deals with looking at net-
work latency effects introduced by Linkerd to the distributed system. Following that,
resource consumption is investigated in Chapter 6.1.2 to verify whether introducing a
service mesh to HAFAS is punished with excessive resource overhead. Lastly, Chapter
6.1.3 deals with field observations from the case study. With the analysis part com-
pleted, Chapter 6.2 then reviews the research assignment from Chapter 3.4 with the
insights gathered from the case study.

6.1 Analysis of Observations from the Case Study

The programming language R for statistical computing and graphics is selected as a
suitable candidate for analyzing the raw CSV data generated by the latency and re-
source consumption load tests. Tables in this chapter depict processed data to the user;
the plots resulting from this data are not placed in the Appendix to prevent unnec-
essary paging between the two chapters. Some plots take up a large amount of space
and, for this reason, have been rotated to prevent skipping between the Appendix and
this chapter. When referencing such a plot, the text will inform the reader of the cor-
responding page number. The raw data consists mainly of time series and is accessible
via the Electronic Appendix, as storing it in the physical Appendix would unnecessar-
ily bloat the page count of this thesis. For Chapter 6.1.1, the raw data of the latency
load test generated by Apache JMeter is stored in the folder loadtest-results/ as
CSV files!. The corresponding R script file for processing and graphing this data is
available under load_test_analyse.R. For Chapter 6.1.2, the raw data used in the
R script resource_test_analyse.R is stored in the folder resource-test/csv as
CSV files. This data has passed through a pre-processing step by the Python script
resource-test/process.py as the original raw data exported from the Prometheus
instance of the case studies Kubernetes clusters monitoring stack splits into twenty-four
different CSV files for each test scenario, twelve of them each tied to the containers
workload size of both Linkerd sidecar proxies and associated meshed HAFAS compo-
nents and their CPU utilization during the test scenario. The merging done by the
script is conducted with the arithmetic mean, averaging the data of the twenty-four
CSV files by grouping them into hafas and linkerd subsystems following the pseudocode
of the formulas below for each of the three resource consumption scenarios:

5 5
( 21 engine, + apiserver)q, + (X engine, + apiserver)mem
n= n=1

6

= hafascpu,mem

5 5
(( 21 sidecary)engine + Stdecar ;) epu + (( 21 sidecary)engine + SIAECAT api ) mem,
n= n=

6
resulting in the following three data sets for each scenario of Chapter 5.3.2 that are

= linkerdepy,mem

IThe data of all four tests is stored in a separate CSV file. Each file contains the recorded time
series of requests dispatched by Apache JMeter containing the timeframe, request, status code,
and latency information. Only the latency information is relevant for the analysis as all requests
have been successfully processed by HAFAS.
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used as a foundation for the resource consumption analysis?:

[ hafas _ [ hafas _ [ pafas
loadiqe = (lan’@T'd) cpusmem {0atsears = (lZﬂk’@Td) cpu,mem foudese = (lan@Td) cpu,mem

These averaged-out subsystems are then used as inputs when conducting the resource
consumption analysis in Chapter 6.1.2 and allow comparing the proportions of allocated
memory and CPU resources by HAFAS and the Linkerd data plane. This approach
excludes services like the HDC or HAMM not involved in the load test based on only
including components directly exposed to the load test and also takes no consideration
for the Linkerd control plane. The Linkerd control plane is considered a static source of
resource consumption that does not scale up with the number of active sidecar proxies
in the data plane and is thus absent from this analysis.

6.1.1 Impacts on Network Latency

5m / Location Search by Name @ 20 RPS / Trip Search @ 10 RPS
Baseline - Location Search by Name
Mean / Median | 10.62ms / 10ms | Min | 8ms | Max | 56ms
Percentile 25% 50% 5% | 90% | 99% 99.9%
Latency 10ms 10ms 1lms | 11ms | 14ms | 53ms
Linkerd - Location Search by Name
Mean / Median | 14.04ms / 14ms | Min | 11ms | Max | 658ms
Percentile 25% 50% 5% | 90% | 99% 99.9%
Latency 13ms 14ms 14ms | 15ms | 20ms | 60ms
Baseline - Trip Search
Mean / Median | 34.21ms / 34ms | Min | 32ms | Max | 124ms
Percentile 25% 50% 5% | 90% | 99% 99.9%
Latency 33ms 34ms 35ms | 35ms | 38ms | 42ms
Linkerd - Trip Search
Mean / Median | 38.58ms / 37ms | Min | 35ms | Max | 2198ms
Percentile 25% 50% 5% | 90% | 99% 99.9%
Latency 37ms 37ms 38ms | 39ms | 51ms | 80ms

Table 18: Latency data resulting from the load tests in Chapter 5.3.1

Table 18 depicts the data resulting from the four latency load tests of Chapter 5.3.1.
When comparing baseline and Linkerd results for both load tests, a constant factor of
3-4 ms difference in the median latency time within the cluster is observable by intro-
ducing Linkerd to the HAFAS environment of the case study. The requests have been
routed from the Apache JMeter pod through the API server to one of the five engine
instances and have thus passed two mTLS encrypted communication channels. From
this data alone, it is not possible to determine if adding longer service-to-service com-
munication chains would increase this latency overhead by a more significant margin
or if it stays relatively constant. In both test scenarios, the 3-4 ms latency overhead
stays constant up until the 90th percentile. By the 99th percentile, the latency over-
head diverges dramatically between Latency Search by Name and Trip Search. In both
scenarios, severe outliers with at least ten times the latency of the baseline scenario in

2test2* marks the modified test plan Test-plan-2_higher_load.jmx
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the 99.9th percentile have been identified with the sidecar proxies attached. A source
for the outliers’ response time has not been identified, and they are thus considered
negligible for the rest of the analysis with no impact attached to them. To remove
them from distorting the results of further analysis, a subset of the data is declared by
defining a lower and upper boundary by subtracting and adding 1.5 times the inter
quantile range from the 25th and 99th percentile as follows in Listing 6:

quartiles <- quantile(csvi$Latency, probs = c(.25, 0.99))

IQR <- IQR(csvi$Latency)

Lower <- quartiles[1] - 1.5*IQR

Upper <- quartiles[2] + 1.5*%IQR

data_no_outlierl <- subset(csvl, csvli$Latency > Lower & csvl$
Latency < Upper)

Listing 6: Removal of severe outliers deemed insignificant for further analysis from the
data set

Figure 34 shows the distribution of the remaining outliers in the subset as a boxplot. In
both cases, adding the sidecar proxies to the HAFAS services increases the probability
of latency outliers. This observation is neglectable in the Trip Search scenario as the
median latency time matches the first quartile. Interestingly, in the Location Search
by Name scenario where a higher RPS with more computationally effortless requests
is archived, the Linkerd median latency time matches the third quantile. In contrast,
the baseline scenario median matches the first quantile. This finding might indicate
that higher RPS rates and, thus, higher throughput for the sidecar proxy could cause
a more significant latency overhead when considering scaling with Linkerd. Without
further testing, this hypothesis is not verifiable with this data set.
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Figure 34: Latency comparison between baseline and Linkerd scenarios for the two
latency load tests

The following two pages contain plots referenced in the third page from here.
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Figure 35 displays the latency distribution in both scenarios with a histogram bucket
size set to one millisecond and also illustrates that the outliers introduced by Linkerd’s
sidecar proxies are a non-issue in a practical scenario. Figure 36 depicts the recorded
data for both scenarios as a time series. The data has been recorded with gaps in
between and is rendered without gaps to illustrate the differences between latency with
and without Linkerd. The visual distribution of outliers appears to be nearly equal
between baseline and Linkerd. Linkerd latency outliers result in a more significant
delta between the outlier and median. Interestingly, both test cases of the baseline
scenario result in a steady and stable distribution of latency times, with Linkerd’s
sidecars’ latency time lowering over time. More comprehensive tests would be required
to determine if Apache JMeter causes this anomaly or if Linkerd’s sidecar proxy is
prone to a warm-up time to reach stable performance. While these observations are
interesting, the conclusion drawn from analyzing Linkerd’s latency overhead is that they
represent an acceptable trade-off in the context of HAFAS. The features of Scenario
S1..55 provide value to HAFAS, and the measured constant median latency overhead
of 3-4 ms is not critical. HAFAS is not a high-performance real-time application where
every millisecond of lost performance causes dramatic effects on stakeholders. An end
user or transportation agency is unaffected by a constant overhead of 3-/ ms due
to HAFAS’s user interface heavy focus. When considering rolling out Linkerd to a
feature-complete productive HAFAS environment as described in Chapter 3.2, latency
retesting should be conducted with RPS orientating at production values to validate
similar behavior.

6.1.2 Impacts on Resource Consumption

Idle Scenario
Linkerd Sidecars Min Max | Median P75 p90 P99

CPU Load 0.00036 | 0.0004 | 0.00039 | 0.0004 | 0.0004 | 0.0004
Working Set (MB) 4.60 4.69 4.63 4.64 4.66 4.69
HAFAS Min Max | Median p75 p90 p99

CPU Load 0.00072 | 0.0008 | 0.00076 | 0.00078 | 0.0008 | 0.00082

Working Set (MB) | 475.32 | 475.34 | 475.32 | 475.32 | 475.33 | 475.34
Load Scenario (HAFAS = mean(Testl, Test2*))
Linkerd Sidecars Min Max | Median P75 p90 p99

CPU Load 0.0015 | 0.0078 | 0.0075 | 0.0077 | 0.0077 | 0.0078
Working Set Size
(MB) 4.62 4.78 4.71 4.73 4.75 4.77
HAFAS Min Max | Median p75 p90 p99
CPU Load 0.065 | 0.366 0.351 0.359 | 0.365 | 0.366

Working Set Size

(MB) 950.61 | 950.8 | 950.77 | 950.78 | 950.79 | 950.8

Table 19: Resource consumption data resulting from the load tests in Chapter 5.3.2

Table 19 depicts the data from the resource consumption load tests from Chapter
5.3.2. As mentioned in Chapter 6.1.1, a post-processing step through Python has been
involved, resulting in three averaged-out subsystems containing the metrics of one API
server, five engines, and their respective Linkerd sidecar proxies that serve as the input
for this analysis®. Additionally, the two subsystems test! and test2* are treated as one

3The corresponding CSV files are located in the Electronic Appendiz under resource-test/csv.
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subsystem that depicts HAFAS under the load of both load tests by averaging them
out using the arithmetic mean:

lO(ldtesﬂ + loadtestQ*
2

lOCldfull =

The time series in Figure 37 illustrates why this averaging step occurs. Due to the
different load scenarios mapped by the two tests, the CPU utilizations differ by quite
a margin. Testl focuses on frequent shortlived and CPU consideriate Location Search
by Name requests while Test2* involves CPU heavy Trip Search calculations. The
arithmetic mean is taken for comparing HAFAS in a load scenario to approximate
real-world scenarios where both request kinds do not exist separately in a vacuum.
As no data regarding the distribution of requests in a real-world scenario exists, both
results are weighed equally.

HAFAS Load Test Results (5xEngine, 1xAPI Server)
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Figure 37: Comparison of HAFAS CPU utilization between load scenarios

The time series plots in Figure 38 (next page) based on the data from Table 19 paint
a clear picture when it comes to the resource overhead introduced by Linkerd’s sidecar
proxies. It becomes apparent that the memory overhead of the sidecar proxy is far from
concerning, with a slim median footprint of 4.63 - 4.71 MB in idle and load scenarios,
it is magnitudes lower than the footprint of HAFAS. Regarding CPU consumption at
load, Linkerd’s sidecar proxies add an overhead of roughly 2.1%. In the idle scenario,
the sidecar proxies and HAFAS nearly consume no CPU resources. Lastly, it has as-
sessed that the resource overhead introduced by Linkerd’s sidecar proxies to HAFAS is
marginal and presents an acceptable trade-off, given the benefits gained. Additionally,
a constant amount of resources allocated by the control plane must be considered when
approximating Linkerd’s resource overhead to a system. When introducing Linkerd to
productive systems, resource consumption tests should be repeated with adequate load
to reestimate the resource overhead, as the result from this test is likely only adaptive
to other distributed systems to some extent.
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6.1.3 Field Observations from the Case Study

The following additional observations have occurred while conducting the case study
and interacting with Linkerd:

o Linkerd’s dashboard and observability tools treat HT'TP as a first-class citizen.
Extensive monitoring features are provided for monitoring the HT'TP connections
between services, as Figure 39 illustrates. Linkerd’s metrics allow monitoring of
the RPS throughput of services and render the communication paths chosen be-
tween services in the service mesh. The same metrics are, however, not provided
to other TCP protocols. At best, the current TCP throughput between services
is rendered as a list of services. The screenshot of Figure 39 was taken while
conducting load testing with Linkerd; at the time, the API server communicated
with up to five engines not included in the request graph rendering. Organizations
that rely heavily on raw TCP requests will find themselves without support for
most of Linkerd’s observability features, while architectures emphasizing HTTP
as the primary communication protocol will find Linkerd’s observability features
useful.

o Linkerd’s upgrade mechanism emphasizes the upgrade going right. There is no
way not to upgrade the control plane in one go; all three upgrades conducted dur-
ing the duration of the case study have been a smooth experience without causing
issues. The Linkerd control plane also offers backward compatibility with sidecar
proxies running an older version due to no restart injecting the new version yet.
Chapter 4.2 has established this as an advantage of Istio; when introducing Link-
erd to productive environments bound to Service Level Agreements (SLAs), this
should be investigated further by organizations to prevent unwanted surprises.

pod/api-server-7f99674fc9-fmz77

po/jmeter-5c4ch75fce-

dshgj

SR 100.00%
RPS 19.98 ‘api
po/api-server-
. s 7f99674fc9-fmz77
SR 100.00%
| RPS 20.33
po/prometheus-
7d76 )J—]-T4-f|‘aj_
P99 30 ms

Figure 39: Linkerd’s dashboard visualizes and reports HTTP connections between
meshed pods
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6.2 Review of the Research Assignment

With the case study conducted successfully, the set of selected scenarios for further
investigation validated, and the case study observations analyzed, it is time to reflect
on the research assignment from Chapter 3.4. The practical benefit of introducing
a service mesh to an existing distributed software system stems from the introduced
security, reliability, resilience, and observability features and the change in how a dis-
tributed system is configured and managed by operators. Service mesh technology
strongly emphasizes infrastructure as code principles by outsourcing configuration to
CRDs. An excellent example of this dynamic is Scenario S2: Certificate Management
for Data and Control Plane from Chapter 4.3.2. In the case study, it was apparent
that this feature improved the security aspects and resilience features of the distributed
system by avoiding outages in the service-to-service communication through expired
certificates that require manual rotation. S2 also allows the configuration of absurdly
short certificate rotation procedures that integrate seamlessly into the service mesh.
Adding mTLS encryption is also considered a great addition to the service mesh. Im-
proving the security properties of confidentiality, integrity, and authenticity to service-
to-service communications strengthens the overall security features of a distributed
system. It prevents attackers from eavesdropping or tampering from within should
they gain access to a system. However, it also needs to be noted that a service mesh is
not a catch-all security. Improvement: Data at rest must still be protected, and ran-
somware attacks are not prevented by simply having the client and server authenticate
mutually and encrypt their communication. Attackers who gain access to a pod can
also eavesdrop through the unencrypted communication between the sidecar proxy and
service via the loopback device. While out of the scope of the case study, authorization
policies and their ability to implement zero-trust architecture principles in Kubernetes
clusters also offer remarkable opportunities to strengthen the security of distributed
systems. The latency and resource overhead introduced by a service mesh like Linkerd
appear manageable and are worth the trade-off for the added benefits. A service mesh,
however, needs to be introduced with valid reasons in mind. Deploying a service mesh
to a distributed system just because one feels it is not a good motivation, and before
this step, determining the feasibility and requirements for the why of a service mesh
is necessary. As the complexity of distributed systems increases, implementing and
configuring capabilities via a service mesh does beat doing it on a service level. In
the case of introducing mTLS to HAFAS, many components would require changes to
them without the service mesh, an undergoing that appears to be almost not fertile.

For the research questions, the following answers are provided:
Q1: What are the chances and risks of using a service mesh in practice?

As mentioned, the chances of a service mesh lay mainly in introducing features to a
large-scale distributed system without implementing them for each service individually.
After introducing a service mesh to a distributed system, a migration plan could be
worked out to outsource features already present in individual services to the service
mesh, thus trading service architectural complexity against configuration complexity.
Before considering this, the endeavor should be planned out meticulously by all stake-
holders involved. Service meshes also introduce extra complexity and additional points
of failure. Teams exposed to the service mesh face a learning curve before mastering
the technology for safe and stable use in production. Wrong management of certifi-
cates could result in outages after a year if, for example, a default identity issuance
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certificate expires. On the other side, outsourcing service features to the service mesh
standardize the configuration of the distributed application, thus improving efficiency
in an organization as soon as required new workflows have been established and prop-
agated to stakeholders of the organization. Choosing the correct service mesh project
is also crucial, as a wrong choice could jeopardize the use of certain features in the
future. Organizations wishing to adopt a service mesh should not go from zero to one
hundred but gradually, with lots of local testing and requirement engineering at hand.
When realizing the full benefits of a service mesh, considering risks hand in hand with
a well-thought-out implementation plan is necessary.

Native Kubernetes with
proven services

>
.

Cost to Operate

Service mesh
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i As service meshes mature,
i their cost will go down

v

>

Single, Complexity, Interdependencies, Speed of Change Many complex,
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Figure 40: Factors on deciding whether introducing a service mesh to a distributed
system is viable?

Figure 40 showcases finding the sweet spot of introducing a service mesh to a distributed
system. A service mesh will always result in additional operation costs; the complexity
of the distributed system is a deciding factor in whether or not implementing a service
mesh is beneficial. Organizations should seek to explore the potential operative costs
in detail before deciding on adopting service mesh technology.

Q2: What does the current technological landscape of existing service
mesh projects look like?

As per Chapter 4.2, the current technological landscape of service meshes pulsates with
life. Loads of small and upcoming projects exist in both the open- and closed-source
space. Two Linkerd and Istio are two CNCF graduate projects. Both offer a mature and
field-tested service mesh solution already used in production by large-scale companies
worldwide. Service meshes appear to be on the way to an early majority adoption
stage for cloud-native computing. The lack of monopolies in service mesh projects
also ensures healthy competition. After conducting the case study with Linkerd as the
selected service mesh project of choice, it would be interesting to see how the same
would work with Istio. While both projects appear similar to the initial comparison
conducted in Chapter 4.2, Istio offers more customizability at first glance. To confirm
this, further investigation of Istio would be necessary.

4Sourced from [Bel21]
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Q)3: What are the implications and restrictions of introducing a service
mesh to an existing system?

There are likely no restrictions on the service mesh itself, depending on the state of the
system introduced. Certain features might only work with extensive changes to the
system required. Looking at HAFAS, for example, the traffic redirection and traffic
splitting features would likely work without issues on the network level itself; however,
they are difficult to utilize to their full extent because data dependencies prevent the
successful implementation of the primary usage scenarios such as canary or blue/green
deployments. Changes on a component-level base would also be necessary to support
distributed tracing, as the components need to ensure the pass-through of tracing head-
ers for that feature to work. No restrictions were encountered during the case study
when implementing Scenario S1 and S2. Linkerd, for example, only supports the
opaque ports feature since version 2.10[Pre21]; without that feature present, restric-
tions with mTLS would certainly appear due to the HCI protocol. Without skipping
protocol detection for server-speaks-first protocols, all services communicating via HCI
would have to bypass the sidecar proxy and thus be excluded from the mTLS func-
tionality of Linkerd. That would have been a severe restriction by the system that
would have been avoided if communication had been undertaken using HT'TP. In gen-
eral, service meshes favor HT'TP as the protocol of choice, so a distributed system like
a lightweight microservice architecture that only communicates via Restful Interfaces
would be least impacted by introducing a service mesh.

Q4: How do the complexity and overhead of a service mesh impact per-
formance and allocation of resources?

As seen with the analysis conducted in Chapter 6.1.1 and 6.1.2, the effects on the
HAFAS environment of the case study have been relatively mild, resulting in a four-
megabyte footprint for each sidecar proxy, a constant latency overhead of three to four
milliseconds up until the 90th percentile and a two percent CPU overhead targeting the
sidecar proxies and enough resources to support the three to four pods of the Linkerd
control plane. So far, these results look promising regarding considering service mesh
technology for productive environments for HAFAS. The results from the case study
are likely not transferable to every other distributed system. However, they indicate
that the performance overhead of Linkerd and, thus, a service mesh is not a limiting
factor.

Q5: What are the complications of introducing a service mesh in a prac-
tical scenario, such as HAFAS?

The complications have been mild or non-existent for the scenarios S7 and S2. Miscon-
figuration of opaque ports for the engine has caused the HAMM and API Server to not
communicate with the engine. However, in that case, Linkerd has also automatically
issued a warning when running the check command. When comparing the HAFAS
architecture diagram of Figure 7 in Chapter 3.2 with the case study HAFAS environ-
ment diagram of Figure 21 in Chapter 4.4.2, it becomes apparent that the case study
is just the beginning and a mere proof of concept on feasibility. Introducing a service
mesh to the additional components absent from the case study could introduce new
challenges. Investigating the scenarios S3..55 that were out of the scope of the case
study in practice could also introduce further challenges. The case study has partly
answered this question; however, it is still relevant for the outlook.
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7 Outlook

This work explored service meshes in a practical scenario. It demonstrated with a proof
of concept case study that a service mesh, based on satisfying requirements defined by
a system, can seamlessly integrate with a distributed system not designed with service
mesh support in mind. The case study also demonstrates that the performance over-
head introduced by the sidecar proxies of a service mesh is, in this case, minor and
an acceptable trade-off for the gained features. Defining functional and non-functional
requirements as criteria and exploring the service mesh technology landscape demon-
strates that a vast array of service mesh projects exist and that the ecosystem is healthy.
Linkerd and Istio represent two open-source CNCF-backed graduated projects display-
ing signs of maturity through utilization in productive staging areas by organizations
worldwide. Through the identified scenarios and their practical application with the
case study, the security properties of confidentiality, integrity, and authenticity tar-
geting cluster internal service-to-service communication improve significantly through
features such as mTLS encryption and automated certificate management provided by
a service mesh. Generally, mTLS is one of the main aspects of a service mesh, as adding
identities paves the way for zero-trust security architecture through features such as
service authorization policies. Although not validated in the case study, features re-
lated to resiliency and robustness, such as circuit breaking and fault injection, provide
the potential for organizations wishing to adopt service meshes to their technology
stack to improve service stability and support their teams with testing and debugging
of services. When diverging from the scope of the practical case study, service meshes
demonstrate a remarkable ability to standardize the configurability of distributed ap-
plications operated in Kubernetes clusters. Organizations maintaining a large-scale
set of services should investigate their requirements on a service mesh and, given the
base of a stable Kubernetes infrastructure, investigate using a service mesh to out-
source the functionality of their services to the service mesh. Doing so simplifies the
development process for each team behind a service as the set of maintainable source
code and architectural overhead minimizes. While the service mesh provides config-
uration management and unification for cloud-hosted distributed systems, a unified
interface abstracting the configuration to multiple service mesh projects is absent from
the ecosystem. An organization committing to service meshes thus needs to carefully
select its service mesh project with long-term stability and feature compatibility in
mind. Committing to service mesh projects implies, to some extent, a vendor lock to a
configuration management provider: Say a large-scale organization outsources parts of
its service level functionalities to a service mesh and, after a given timeframe, identifies
its service mesh solution of choice not aligning with their goals anymore, migrating away
to a different service mesh would involve a large scale migration as service mesh con-
figurations are not compatible between service mesh projects. Service Mesh Interface
(SMI) aims to solve this limitation by providing standardized interfaces for features im-
plementable by projects wishing to improve mesh-to-mesh configuration compatibility.
As of October 3rd, 2023, the CNCF has archived the project for inactivity[CNC23], and
no equivalent is known. With service mesh technology appearing to be in the stage of
early majority adoption, it is likely that with the continuous adoption of Kubernetes by
organizations, the focus will shift to more mainstream adoption in the coming decade
by organizations following cloud-native principles. With the further development of
service mesh projects, their offered completeness and maturity will likely saturate, and
the focus on intra-service-mesh configuration compatibility will likely improve the more
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attention the topic receives, thus minimizing configuration vendor lock-in in the pro-
cess. With full compatibility with Kubernetes, most service mesh projects have already
eliminated any cloud provider-enforced attempts of vendor lock-in.

Coming back to the context of HAFAS, with the results from the case study, Hacon
will investigate service mesh technology further to adapt it to their technology stack
eventually. This process will require time and dedication, as deploying a service mesh
to production is a different scenario than creating a proof of work case study. With
the adoption of service meshes at Hacon, it seems likely that functionalities currently
provided by services, such as the circuit breaker capabilities, will likely be outsourced
to the service mesh to reduce service complexity for the developing teams. Lastly, the
findings on performance impacts of the service mesh through the case study are likely
not transferable to all other systems in that they match precisely. They provide a
general hint that introducing a service mesh may not impede performance by negative
means and that resource consumption is acceptable. However, organizations wishing
to adopt a service mesh should run their tests to investigate cost concerns. A service
mesh is likely to be viewed differently in real-time heavy application scenarios where
one or two milliseconds of delay can already have severe consequences. Whether or not
one needs a service mesh cannot be stated in one general sentence; each organization
must investigate its needs and decide based on them.
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Appendix

The Appendix contains listings, graphics, and other documents relevant to the thesis
but disrupt the reading flow. The physical Appendix of this thesis will only have
graphics, documents, and selected listings. Access to digital artifacts referenced in
this work, such as Kubernetes YAML configuration files, recorded network traffic,
configuration files regarding the load test, and resulting raw data, is given via the
Electronic Appendiz included as a DVD. This separation makes it easier for readers to
access the configuration files in a sensible and searchable format, utilizing their editor
of choice for viewing. Raw data, such as the recorded network traffic or results from
the load tests, are best inspected with specialized tools, and including them in the
physical Appendix would complicate sensible access for readers.

The physcial Appendix contains the guidelines for the expert interview, a transcription
of the interview, an architectural overview of Hacon’s MaaS platform detailing the
internals of HAFAS, and technical artifacts related to conducting the case study. This
thesis is also available as a Portable Document Format (PDF) file in the Electronic
Appendiz. To ensure the completeness and correctness of the FElectronic Appendiz,
hashes.md5 MD5! hashes for all files?. These are useful for verifying the integrity of
file content. The master hash for the hashes.md5 file is given below.

07e4bc2518da764bc9eabec28dcab9a7

If the DVD of the Electronic Appendix is not in a cover glued to the inside
of the hardcover of the thesis, please get in touch with the author of the
thesis immediately via the e-mail address given on page 2!

1Riv92)
2Excluding the file thesis.pdf so the master hash of this page matches hashes.md5.
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Guidelines for the Expert Interview

Interview partner: Fabian Korte, Cloud Architect at Hacon Ingenieurgesellschaft
mbH

The interview will be conducted using the questions listed below. The questions provide
a loose framework and lead the direction that the interview will follow. As the interview
is held via a Slack call, the resulting feedback from the answers of the interview partner
might spawn new questions that are not listed in this guideline.

Fabian Korte is the cloud architect at Hacon. As a member of the department of
hosting and operations, he is involved in all decisions regarding cloud architecture. He
is a driving force behind the migration from HAFAS to Kubernetes and has yearlong
experience with most of Hacon’s productive systems. Because of his expertise, Fabian
Korte has a detailed overview of the whole scope of a cloud-hosted HAFAS environment
and has a lot of insight into how the involved services work together. Because of
his qualifications, Fabian Korte has been chosen as the interview partner to conduct
this expert interview with. The aim of this interview is to better understand the
expectations that are set when introducing a service mesh to HAFAS and in which
scenarios a service mesh would prove to be useful. Part of this interview is also trying
to figure out potential requirements and criteria for selecting a service mesh project
for the case study. Fabian Korte has agreed with having his name attached to the
interview; it has been decided against anonymizing the interview as he qualifies for the
distinct expert at Hacon for this domain.

Q1: What are your main expectations for introducing a service mesh to
HAFAS?

Q2: Which scenarios do you see in HAFAS that warrant introducing a
service mesh to it?

Q3: Do you think that there are features of a service mesh that cannot be
used with HAFAS at the moment?

Q4: How do you feel about proprietary service mesh projects?
Q5: How do you feel about open-source service mesh projects?

Q6: What would you see as the main requirements for a service mesh at
Hacon?

Q7: Do you see a service mesh as mainly a tool to solve a specific require-
ment, or are you interested in its broad range of features?

Q8: Do you see a future at Hacon where a service mesh is actively used to
separate the concerns of business logic and network functionality?

Q9: What kind of resource overhead and latency would be acceptable for
you in order to think about using a service mesh in a productive environ-
ment?



Appendix 90

Transcript of the Expert Interview

00:00:00 - 00:00:04 Marc Herschel: What are your main expectations for introduc-
ing a service mesh to HAFAS?

00:00:08 - 00:01:52 Fabian Korte: Let me tell you a little about the history. So
currently we are about moving more and more of our systems to Kubernetes. And on
the other hand, we are moving more and more systems to public clouds. In most cases,
this is AWS. And we get rising security requirements because of that. So customers
ask for encryption in transit of all data, for example. And that’s something we do
not do by default in all parts of our systems. And that is exactly a point where it
is expected that a service mesh would help us. So encryption of traffic in the inter-
component communication and then also in a co-hosted environment better isolation
of the systems from each other. We hope that service mesh capabilities would ease the
implementation of the features. Of course, it’s something that we could also implement
on component level, but we would hope that a service mesh would deliver the same
features without too much overhead.

00:01:53 - 00:02:16 Marc Herschel: Thank you for your answer. So what I'm reading
out is that you are mainly interested in security features of the service mesh. What do
you think about the traffic management or monitoring and observability features? Do
you see that as interesting or as a priority?

00:02:19 - 00:03:38 Fabian Korte: I mean, for observability. I do not see too many use
cases currently because we have our own monitoring stack already, which also monitors
traffic within the system. And also we have metrics from the components that deliver
enough data for the inter component communication. But for traffic management,
there could be interesting scenarios, for example, for blue-green deployments or cannery
deployments and also for example, traffic mirroring for debugging purposes. But that’s
something I think we can not only solve. Or if you would like to introduce it to, to
HAFAS, then we could not solve it solely on the network level because we have also
data dependencies. And this makes the pure blue-green deployment hard to achieve.
So it’s interesting to look at these features, but it wouldn’t be our main use case or
main interest.

00:03:40 - 00:04:18 Marc Herschel: Thank you. So. In question two, we are dis-
cussing which scenarios do you see in HAFAS that warrant introducing a service mesh
to it? I think this can kind of be answered already in a way that you are at first
seeing mTLs encryption as an interesting scenario, and secondly, possibly because of
encryption. You are also seeing an interest in using the certificate management and
rotating features that a service mesh provides.

00:04:18 - 00:04:41 Fabtan Korte: Yes. I mean the main use case we want to have
or we need to make sure that the solution does not come with a lot of overhead. So,
of course, we would need to have a solution that allows us to also manage or to be
manageable without too many resources.

00:04:43 - 00:04:50 Marc Herschel: How do you feel about the features of circuit
breaking that some service measures provide?

00:04:54 - 00:06:07 Fabian Korte: That’s something that is an interesting feature,
but it wouldn’t be an unique selling point for us. I mean, we have components, central
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components that are used for delivering specific features. And if these components are
getting blocked for by any circumstances or that they are not running anymore, and
they take too much time to answer. This can block certain parts of the system. And
then it might be helpful to shut down the functionality for a while basically. So that’s
a use case where circuit breaking might be an option, but such functionality is already
partially implemented in our components itself. So some might already be an overlap
in functionality. So, it’s not something we would solely achieve by introducing a service
mesh.

00:06:08 - 00:06:34 Marc Herschel: All right. Thank you. And the last feature
that I would ask you about is fault injection, which is provided by some service mesh
projects to debug and test the robustness of an application by injecting faulty requests
on a service mesh level.

00:06:36 - 00:07:09 Fabian Korte: Yes. 1 mean, my perspective is currently from
the hosting and operations perspective. That’s a scenario or an environment where
we wouldn’t use fault injection features. But that’s something that could be definitely
interesting for our development teams and testing environments. So, for testing and
debugging environments, I guess it could also make good use of fault injection features.

00:07:09 - 00:07:35 Marc Herschel: All right. Thank you for your answer. I would
say we skip over question three as this already has some overlap with some of the
answers you've provided before. When we are looking at service mesh projects and
Hacon. How would you feel about proprietary or open-source service mesh projects?
Is this an important criterion for selecting a service mesh project?

00:07:39 - 00:08:41 Fabian Korte: So in general we thrive to stay provider or cloud
provider independent. And we wouldn’t pick a service mesh where we would need
to fear some kind of provider lock-in. On the other hand, we need to consider the
overhead. We would have to introduce a service mesh and the costs. So I mean, since
we are hosting a lot of our systems in AWS, also, we might consider using a native
solution like the app mesh. So, in general, we are open in both directions. It depends
on the efforts and the costs in the end.

00:08:42 - 00:09:55 Marc Herschel: All right. Thank you. Looking at the require-
ments on a service mesh, I would guess a requirement is that it A) Spans and covers
all the scenarios that Hacon is interested in. And B) are there any concerns on the
maturity level of a service mesh project, as they are a lot of service mesh projects in
the wild in various states of implementation, and would you see a requirement is also
that the project is popular, which means there is a large amount on resources available
online when you are seeking help with working with the project?

00:10:00 - 00:10:50 Fabian Korte: Yes. I mean, that’s definitely an important point
regarding open-source projects. So we wouldn’t pick a solution or an implementation
that is used only by a small user basis, but it has to have a certain degree of maturity
and also a certain degree of user adoption. If you went for an open-source project
for proprietary services, I would assume that they have a maturity level that is high
enough so that we can use them. But yes, for open source projects, it’s always the
question of where to get the support and if they are or will be correctly maintained in
the future.
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00:10:51 - 00:11:42 Marc Herschel: Yeah, I can understand that. The CNCF has
some good resources on that, and some open source service measures such as Linkerd
also have paid support, apparently. Would you see a service mesh as mainly a tool
to solve a specific requirement, or are you interested in its broad range of features? I
think this question we can skip because previous answer of you has already included
that you are mainly interested in the security features of a service mesh. Going on to
question eight, would you see a future at Hacon on where service mesh is actively used
to separate the concerns of business logic and network functionality?

00:11:47 - 00:12:14 Fabian Korte: Maybe you can elaborate a little on the question
or what I mean, how far I understand some, or our goal would be to have a better
isolation of traffic and also a little better control about the traffic by introducing a
service mesh. So what else do you see as a separate concern in the question?

00:12:14 - 00:12:54, Marc Herschel: Yes. This question targets specific features
were changes to the business logic have to be made, such as also distributed tracing
where the service mesh is incorporated, to a point at Hacon where some business logic
functionalities are outsourced to the service mesh, such as retry logic or rate limiting.

00:12:55 - 00:13:50 Fabian Korte: So from my point of view. I wouldn’t expect
that. It still comes like that we would deeply integrate with a specific service mesh,
actually, because we still have requirements on our software that the software or the
components itself are also or can be hosted in different environments. These include
Kubernetes-based environments, but also bare metal environments and environments
based on, virtual machines. So, I wouldn’t expect that we make any changes to the
software that would require the software to run inside a service mesh. So yes, we will
try to stay independent of that.

00:13:50 - 00:14:19 Marc Herschel: All right. Thank you for the clarification.
Lastly, introducing a service mesh always has a resource overhead. And it might also
impact latency which most service mesh projects claim is not true. But well it always
depends on the practical case at the end. What kind of resource overhead or latency
would be acceptable for you in order to think about using a service mesh in a productive
environment at some point?

00:14:23 - 00:15:11 Fabian Korte: So from the performance point of view, I would
say, well, my gut feeling would be to set like an overhead of 5 to 10% regarding latency
and costs might be acceptable, but beyond that... I think it’s getting harder to have a
good cost-benefit ratio. So yes, we can accept some overhead regarding the operations
and also regarding the costs of running the system. But yeah, I would say they need
to be limited up to 10%.

00:15:11 - 00:15:45 Marc Herschel: Yeah, that sounds sensible. I mean, it has to
be justified that the overhead is not too large. Well, I am thanking you for your time
to conduct this interview and give me a more precise insight into the motivation of
introducing a service mesh at Hacon.
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Kubernetes YAML Configuration Files

All Kubernetes configuration files are accessible in the Electronic Appendiz under the
path kubernetes-config. Deploying HAFAS-based workloads is impossible as any
non-Hacon internal cluster will lack the required pull secret to access the Docker images.
The configuration files, however, still result as digital artifacts of the thesis and are
thus contained in the Electronic Appendiz. Table 20 below lists the YAML content of
the specific folders in detail.

To protect company secrets and allow public release of this work all sensitive
data has been replaced with <CENSORED >!

Folder Content
api-server Configmap, Deployment, Ingress, Service
cert-management | Trust anchor CRD, Intermediate Certificate CRD
Prometheus Authorization Policy CRD, Configmap,
grafana
Deployment, Ingress
hafasengine Configmap, Deployment, Service
hamm Configmap, Deployment, Ingress, Service
hdc Configmap, Ingress, Service, StatefulSet
jmeter Deployment?
linkerd-viz Ingress
postgres Service, StatefulSet

Table 20: Kubernetes YAML configuration files in the digital Appendix

Setting up Grafana and Exposing the Linkerd Dashboard

To import Linkerd’s Prometheus metrics into Grafana the following approach has been
followed:

« Install grafana from the helm repository https://grafana.github.io/helm-charts
in the linkerd-viz namespace.

o Apply the authorization policy in the grafana folder of the digital Appendix in
order to allow access to Prometheus from Grafana.

o Hook Grafana with Linkerd’s viz extension via the command linkerd viz install
-set grafana.url=linkerd-viz.grafana:3000 | kubectl apply -f -.

o Create the Ingress grafana to make it web-accessible.

To expose the Linkerd Dashboard provided by the wviz extension to the web, the
Ingress in the folder linkerd-viz of the FElectronic Appendiz has been created in
the linkerd-viz namespace.

3The resources required for building the docker container are available under the folder
jmeter-docker of the Electronic Appendiz.
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Linkerd’s CLI Proxy Verification Output

kubernetes -api
OK: can initialize the client
0K: can query the Kubernetes API

kubernetes -version

OK: is running the minimum Kubernetes API version

linkerd-existence

0K: ’linkerd-config’ config map exists

0OK: heartbeat ServiceAccount exist

OK: control plane replica sets are ready
OK: no unschedulable pods

0OK: control plane pods are ready

OK: cluster networks contains all pods

0OK: cluster networks contains all services

linkerd-config

0OK: control plane Namespace exists

0OK: control plane ClusterRoles exist

0OK: control plane ClusterRoleBindings exist

0OK: control plane ServiceAccounts exist

0OK: control plane CustomResourceDefinitions exist

0OK: control plane MutatingWebhookConfigurations exist

0OK: control plane ValidatingWebhookConfigurations exist

0OK: proxy-init container runs as root user if docker container
runtime is used

linkerd-identity

0K: certificate config is valid

OK: trust anchors are using supported crypto algorithm
OK: trust anchors are within their validity period

0OK: trust anchors are valid for at least 60 days

0OK: issuer cert is using supported crypto algorithm
0K: issuer cert is within its validity period

0OK: issuer cert is valid for at least 60 days

0K: issuer cert is issued by the trust anchor

linkerd -webhooks -and-apisvc-tls

0OK: proxy-injector webhook has valid cert

0OK: proxy-injector cert is valid for at least 60 days
OK: sp-validator webhook has wvalid cert

0K: sp-validator cert is valid for at least 60 days

0OK: policy-validator webhook has valid cert

0K: policy-validator cert is valid for at least 60 days
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linkerd-identity-data-plane

0K: data plane proxies certificate match CA

linkerd-version
OK: can determine the latest version
0OK: cli is up-to-date

linkerd-control-plane-proxy

0OK: control plane proxies are healthy

0OK: control plane proxies are up-to-date

0OK: control plane proxies and cli versions match

linkerd-data-plane

0K: data plane namespace exists

0OK: data plane proxies are ready

0K: data plane is up-to-date

0K: data plane and cli versions match

0K: data plane pod labels are configured correctly

0OK: data plane service labels are configured correctly

0K: data plane service annotations are configured correctly
0OK: opaque ports are properly annotated

linkerd-viz

OK: linkerd-viz Namespace exists

OK: can initialize the client

0K: linkerd-viz ClusterRoles exist

0OK: linkerd-viz ClusterRoleBindings exist

0K: tap API server has valid cert

0K: tap API server cert is valid for at least 60 days
0K: tap API service is running

0OK: linkerd-viz pods are injected

OK: viz extension pods are running

0OK: viz extension proxies are healthy

OK: viz extension proxies are up-to-date

0K: viz extension proxies and cli versions match

0OK: prometheus is installed and configured correctly
0K: viz extension self-check

linkerd-viz-data-plane

0K: data plane namespace exists

0OK: prometheus is authorized to scrape data plane pods
OK: data plane proxy metrics are present in Prometheus

Status check results are 0K

Listing 7: Console output of running linkerd check -proxy command



Appendix 96

Insights on the Execution of Load Tests

Figure 42 shows the three extra nodes provided for both load tests. The API server
and five engine replicas are distributed evenly among the nodes. Figure 43 shows the
execution of a latency load test targeting the Trip Search capabilities of the API server.
Four latency load tests have been conducted in total to collect baseline and Linkerd
scenario data for the two request types.

Pods(

NAMESPACET
kube—-system
kube-system
kube-system
mher—-masterthesis
mher—-masterthesis
monitoring

Pods(

NAMESPACE?T
kube-system
kube-system
kube-system
mher—-masterthesis
mher—-masterthesis
monitoring

Pods(

NAMESPACET
kube—system
kube—system
kube-system
mher—-masterthesis

NAME

aws—node—zphpl

ebs-csi-node-njfkj

Kkube-proxy—-6jpzr
api-server—fidccb97bc-b5vxw
hafasengine-7978d7df65-gbbgt
monitoring—prometheus—-node-exporter-qlhd8

NAME

aws—-node-kousz

ebs-csi-node-mswk7

kube-proxy—qlz7m
hafasengine-7978d7d+65-bd2fb
hafasengine-7978d7df65-t6bht
monitoring—-prometheus—node—exporter-u45jxv

NAME

aws—-node—8pzdj
ebs—csi-node-kjq7t
kube-proxy-7zcrg
hafasengine-7978d7df65-fwglz

1/1
3/3
1/1
1/1

mher—-masterthesis
monitoring

hafasengine-7978d7df65-rfs8l 1/1
monitoring—prometheus—node-exporter-8bs9c 1/1

Figure 42: Pre-baseline latency load test: Involved pods isolated from other workloads
to three dedicated nodes

= DOWNLOADING TEST PLAN @ https://bashupload.com/qVsr2/Test_plan_2.jmx ==
Connecting to bashupload.com (116.203.186.178:443)
saving to 'runtest.jmx'
runtest. jmx 100% I dekkkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhkhthkhkhkhkhkhkhkhkhkhkhkhkhhthkhkhkhkhkhkhkhkhkhkhkkkhthkhkhkhkhkhkhkhhhkkiii
'runtest.jmx' saved
== DOWNLOAD TEST OK => STARTING LOAD TEST !!! ==
Creating summariser <summary>
Created the tree successfully using runtest.jmx
Startlng standalone test @ November 26, 2023 6:28:55 AM CET (1700976535955)

for possible Shutdown/StopTe5tNow/HeapDump/ThreadDump message on port 4445

31 in 00:00:03
300 in 00:00:30
331 in 00:00:33
300 in 00:00:30
631 in 00:01:03
300 in 00:00:30
931 in 00:01:33

9.2/s Avg: 37 Min: 34 Max: 123 Err:
10.0/s Avg: 35 Min: 33 Max: 54 Err:
9.9/s Avg: 35 Min: 33 Max: 123 Err:
10.0/s Avg: 34 Min: EVIN L EVE 45 Err:
10.0/s Avg: 35 Min: EVIN L EVE 128} [Eheee
10.0/s Avg: 34 Min: 32 Max: 40 Err:
10.0/s Avg: 34 Min: 32 Max: 123 Err:

y
y
y
y
y
y
y

Inm+ 1 + 1 + +
[ i s e e o ]

Figure 43: Load test targeting the Trip Search capabilities of the API server running
on the Apache JMeter docker container
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